
1 INTRODUCTION 

Xi Jinping, the chairman of China who personally 
served as the central network security and information 
technology leadership team leader, has not only aired 
his views and opinions about the development of the 
internet, but also promoted the network to the national 
development and security level. Network security and 
information technology affect the country’s security 
and stability, and the concept “Internet +” which is put 
forward shows the determination of China to trans-
form the network big into the network power. We 
must have our own core technology to build network 
power and the construction of information security 
management system in the era of big data. Of course, 
we also should not do it without the protection of the 
law. “Strengthen the legislation of internet field, im-
prove the laws and regulations about the service of 
network information, the protection of network secu-
rity, the management of network social and other as-
pects, and regulate the network behaviour according to 
law.”

There is no uniform understanding toward the defi-
nition of Big Data [1], which is defined by Research 

organization Gartner as: The information assets need 
new processing mode to have the greater deci-
sion-making power, insight discovery and process 
optimization of massive, high growth rate and diversi-
fication. From the data category, the big data refers to 
the information which can’t be dealt with by using 

traditional processes or tools. The definition of big 
data is defined by Wikipedia as: A collection of data 
can’t be captured, managed, and processed with con-
ventional software tools in the affordable time range. 
Big data has four features: Volume, Velocity, Variety 
and Value. The features of big data are also reflected 
in two aspects, one is the data volume that grows in a
geometric level, and the other is that the data source is 
very abundant. The proportion of non-structured data 
increases more and more. The security industry has 
begun to shift to the cloud with the widespread big 
data and cloud services, because the traditional secu-
rity system, which can’t effectively and quickly find 

unknown threats, has been very weak or disintegrated 
to the role of big data and cloud platform.

 In general, security is defined as: “To avoid the 

nature or condition of danger” [1]. To maintain this 
nature or state, a variety of security policies are re-
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quired. The scope and methods of each strategy are 
different. They cooperate with each other to form a 
security system to realize information security. A 
survey report pointed out that there are 42.8 billion 
network attacks that are monitored by all industries in 
the world in 2014, and the security problem is very 
serious. To build a network security system is the 
subject of the whole society. It not only needs the 
participation of all Internet users, but needs the net-
work security enterprise with independent intellectual 
property rights and core technology. At the same time, 
the government should pay attention to the enterprise 
and give them policy and funding support. With the 
advent of the era of big data, the network information 
security is more complex and more difficult to defend 
[2].

2 NETWORK INFORMATION SECURITY 
MODEL AND CHARACTERISTICS

Network information security is a research field of 
many subjects including computer science, network 
technology, communication technology, cryptography, 
mathematics, information theory and so on [3]. It is a 
complex and difficult work to protect the information 
security of the network, because information is spread 
in the open network. Under the joint efforts of net-
work security experts and researchers, the evaluation 
system of network information security is established 
to ensure that the characteristics of network infor-
mation can play a role in normal. Network information 
security assessment is based on the nature and meets 

the conditions of security. It is considered that the 
network information is safe when it meets confidenti-
ality, integrity, availability, accountability, authentica-
tion, non-repudiation and authenticity of the network 
information in dynamic and static processes . Later, 
computer security experts of the United States have 
added two natures, namely, practicability and posses-
sion, which make the network security evaluation 
more scientific and reasonable. The network infor-
mation security model [4] and characteristics are shown 
in Figure 1. The opponent or malicious code accesses 
the information through the communication channel 
from the client. Access will be subject to security 
checks such as a firewall and then will be confirmed 
by computer resources, data, processes, software and 
so on when they come into the interior and are author-
ized by trusted third party. All of this is to ensure the 
legitimate access and data security. The outermost
ellipses of the graph are nine characteristics of the 
network information security.

Confidentiality refers to the characteristic that net-
work information will not be disclosed to unauthor-
ized individuals, entity or process, and it will not be 
used by the third party. Integrity means the infor-
mation will not modified or damaged during storage 
or transmission, and the information packets will not 
be lost, disordered and so on. Information can’t be 

modified by unauthorized third party to ensure the 
accuracy and completeness of the information and 
processing method. Availability is the characteristic of 
the information which is accessible and used when the 
authorized party is required, including the available 
and operable information of the static information and 
the visibility of the dynamic information content. The 
characteristic of the accountability is to make sure that 

Figure 1. Basic model and characteristics of network security 
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the behaviour of an entity is uniquely tracked to the 
entity. The characteristic of the authentication is that 
the authorized party can identify and determine the 
authenticity of the information. The characteristic of 
non-repudiation is that it can demonstrate the ability 
of an act or event which has occurred, and it can't 
deny the act or event in the later. Authenticity, which 
mainly refers to the identity of the owner or the send-
er's identity, and applies to the entities such as users, 
processes, systems, and information and so on, is the 
credibility of the information. Practicability is a fea-
ture that describes the information encryption key is 
not lost. The information which lost the key cannot be 
decryption and lose the practicality. Possession means 
that the information carrier (such as the node and disk 
of the storage information) is stolen and lost the right 
of information. 

3 CONSTRUCTION OF NETWORK INFOR-
MATION SECURITY SYSTEM

To ensure the security of network information requires 
a multi-discipline knowledge and a common compo-
nent of multiple security units. Each security unit as 
an individual has the integrity, and each security unit 
is combined to form a security system. In 1989, Na-
tional Institute of standards and technology (NIST) in 
Guidelines for the implementation of information re-

sources protection of Special Publication SP500169

put forward: “The success of information resources 

protection project depends on the strategy used, and it 
also depends on the management layer to protect the 
information in the automatic system. As a policy 
maker, it should set the tone and emphasize the im-
portant role of information security in the institution. 
The main responsibility for the development of the 
body is to develop information resources security 
strategy to achieve the following objectives: reduce 
the risk and be in compliance with laws and regula-
tions; ensure the continuity of the organization's oper-
ations, information integrity and confidentiality.”[2] 

3.1 Model of security management and architecture 

of security system

In the era of big data, network information security is 
characterized by diversification. To build a secure 
network system needs to develop a security plan at 
first and then needs a management model to imple-
ment and maintain security plans. At present, both of 
Federal agency and international organization have the 
good reference model about safety management model. 
British standard 7799 (BS7799) respectively explained 
the different areas of safety management practices. 
NIST [5, 6] security model has been widely examined 
by government and industry experts. [7] The hybrid 

security management model refers to the existing 
model and describes the security control plan with 
three parts as follows: 

• Management control: security content which is 
formulated and implemented by management. The 
content includes process management, network secu-
rity plan, network life cycle, risk assessment, preven-
tion and control mechanism, and access to legitimacy 
and so on. 

• Operation control: security of network operation 
by internal staff. The content includes emergency 
measures, personnel safety training, physical equip-
ment security, software and hardware system mainte-
nance control and the network information integrity. 

• Technical control: technical measures to ensure 
the security of network information. The content in-
cludes logic access control, identity recognition, digi-
tal authentication, firewall, active defence, intrusion 
detection and so on. 

Security management model, as the Internet refer-
ence model OSI, is a system framework for the de-
partment to use as reference according to the need. 
Agencies refer to the model to develop their own se-
curity policies and measures and establish a security 
management system which suits for the specific net-
work according to their specific security plan. 

In order to establish the security system, we should 
analyse the existing security control strategies and 
measures at first, find out other necessary security 
controls and form a security framework according to 
the requirements of safety management. The 
ISO7498-2 security architecture is shown in Figure 
2, it is the architecture of the open system intercon-
nection model and the reference model of the network 
security system [8].

Figure 2. International standard ISO7498-2 security archi-
tecture

Using a three-dimensional form to describe the 
network information security reflects the relationship 
between the OSI reference model, security services 
and security mechanisms [9]. Security services are built 
on the security mechanism, and the relationship [3]International standard 7498-2: ISO 1989 (E)
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between them is shown in Table 1-1 and Table 1-2.
The relationship between security services and securi-
ty mechanisms is more and more. A security service is 
guaranteed by a number of security mechanisms, and a
security mechanism can achieve different security 
services vice versa.

Table 1-1. Relationship between security services and secu-
rity mechanisms 

 

Table 1-2. Relationship between security services and secu-
rity mechanisms 

According to the requirement of OSI network ref-
erence model, the model constructs a security frame-
work from two aspects, including network security 
services and network security mechanism. The former 
ensure data security from five aspects of service, and 
the latter involves eight kinds of security control 
mechanisms. Security mechanism mainly refers to the 
specific security technology or software which pro-
vides security services. There are two types of general 
security mechanism and special security mechanism. 
But with the development and progress of the hacker 
technology, the model has not been defined and 
standardized in DOS attack, intrusion detection and 
authorization management and so on.

3.2 Build three-layer network information security 

system  

According to the security management model and 

security architecture, we carry out the risk assessment 
due to the business needs, a detailed understanding of 
the current network information security threats as 
well as the attack means of network information secu-
rity. The three-layer network information security 
system is shown in Figure 3 which is built from the 
following aspects: Core Layer, Logic Layer and Im-
plementation Layer. 

Core layer. Network security policy is not only the 
core, but also the foundation. In this layer, its work is 
to analyse all kinds of basic information, develop 
safety standards, strategies and tactics, and make a 
unified plan for the security system. The content of the 
plan is generally: analyze the business needs of net-
work and the operating environment of network; as-
sess the security risk; assess equipment vulnerability, 
IT assets and network architecture, application system 
risk, data flow and physical layer risk and so on in 
accordance with international standards and assess-
ment indicators and basic principles; form the security 
risk assessment report of network; develop a variety of 
safety standards and regulations; detail security re-
quirements ; form a series of safety technical guidance, 
safety operation manual, work flow and specific im-
plementation details. In short, the core layer is the 
development of strategic planning and standards, and 
it is the fundamental network information security 
system.

Logic layer. The logic layer is the mapping from 
the core layer to realize layer, collect and analyse the 
core layer of the planning. What’s more, it provides a
logical support for the implementation layer and 
makes the logic independent between the core layer 
and the realization layer, and it’s easy to adjust and 
upgrade the security system. This layer is logically 
divided into two parts. One is the security technology 
system, which detailed statistical network attack 
technology and the way, corresponding to what de-
fence strategy should be taken and implement the 
solution; the other is the safety management system 
standard, which establishes a variety of specifications 
according to the international standard and forms the 
management documents. Besides, it keeps physical 
access control, facilities and fire safety well and safe-
guards feasible resource protection and network ac-
cess security from technical support. The safety pro-
tection technology is the application of the standard of 
safety management system and a part of the imple-
mentation. In fact, it is the complement and perfection 
of the system standard. 

Implementation layer. It is the logical layer of 
technology implementation. It specifically achieves 
the network security from the specific operations, 
security management, defence technology, network 
physical equipment, personnel management and doc-
ument management, including the security of data, 
communication, platform, application system, equip-
ment operation, entities and so on. At present, there is
a kind of relatively mature defence technology for 
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passive attack and active attack means, such as net-
work access control mechanism, encryption mecha-
nism and digital signature mechanism and so on. For 
personnel management, operating authority should be 
reasonably divided and distributed for internal staff. 
Migrant workers and users themselves must do 
self-protection and manage the security protocol. It 
should have strict procedures when staffs leave their 
post. From the institutional aspects, it should be strict 
with the post assessment management and train the 
safety awareness of the personnel regularly. Enter-
prises should strengthen and implement the responsi-
bility system, ensure that workers should carry out the 
work within the prescribed limits of authority and bear 
the corresponding responsibility for the operation. At 
the same time, the information should be monitored to 
avoid being leaked intentionally or unintentionally by 
workers. 

The network information documents should be 
strictly registered classified and managed according to 
the classification. Invalid file should be destroyed 
timely, especially when the electronic documents se-
curity risks are greater. Protection is also more diffi-
cult than it is mentioned in this paper, so the measures 
should be diversified. In order to ensure the authentic-
ity of the document, data must be backed up regularly 
to prevent accidents. 

“Zero trust security model” is a kind of protective 

measures due to the cloud security. It requires moni-
toring all aspects and follows the principle of “mini-
mum authority” [5-7], including data encryption, key 
management and data ownership control and so on. So 
the concept of “zero trust network” appears. It’s a 
solution to security problems, in which network 
boundaries are increasingly blurred and identification 
is more difficulty. In the “zero trust security model”, 

any devices, ports and users are not trusted, and all 
must be in strict access control and security detection 
which causes a large amount of data that need analysis. 
In particular, the increase of unstructured data has 
brought great challenges to data analysis. The big data 
analysis technology comes into being, so the combina-

tion of big data, cloud computing data and security has 
become a trend. 

3.3 Management is the soul of security  

In the network security, whether from the use of the 
management model or the three-layer network infor-
mation security system, the most important thing is the 
consistent management. Management is various, in-
cluding data management, security management, reg-
ulatory management, document management, software 
and hardware system management, maintenance 
management and so on [8]. In the process of manage-
ment, we must improve and modify the security policy 
and system, and apply it in practice, and continuously 
strengthen the security fortress. So management is the 
soul of network security. 

In the process of security, we must strengthen the 
sense of responsibility for all levels of personnel and 
increase their awareness and understanding of infor-
mation security through regular training. The advice 
of network information security providers, users or 
information security experts should be adopted. 
Through full preparation for the needs analysis and 
risk assessment of safety system design, the cost will 
be lower, and the efficiency will be higher. Combining 
the actual situation of network information security 
management, the following methods need to be done: 

• Develop correct safety awareness. Everyone 
should be aware of their safety responsibilities and 
strengthen the training at regular time. Enterprises 
should regularly inform the network security situation. 

• Establish the assessment system and the reward 
and punishment mechanism; strengthen supervision 
and inspection; protect the security system and 
measures to implement. 

• Maintain the operation of the network in accord-
ance with international standards, rules and regula-
tions of the state and enterprises. 

• For different levels of network, information and 
equipment, adopt different levels of security strategy.  

Figure 3. Three-layer model of network information security system
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4 CONCLUSION 

The network information security is not only a tech-
nical problem, but also a management problem. Only 
by combining technical means and safety management, 
can we build an effective, safe and multi-level defence
system. Building a network information security sys-
tem does not mean that there is absolute security. And 
the network attack technology is also in continuous 
improvement and innovation, which encourage the 
development of network security management and 
technology. In the era of big data, the Internet infor-
mation security is facing more threats, such as too 
much of the data leaking out seamlessly through the 
network, causing irreparable damage to us. Network 
security problems is a no easy task, the three-layer 
network security system construction technology may 
be a useful attempt in network security. 
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