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Abstract. The development of the concept and tools of stratification metamodeling (SMM) is proposed,
which is a new object-oriented methodological approach to the synthesis of a complex model of the economic
system (enterprise), in particular, in order to distinguish the set of variants of the combination of
heterogeneous object-components of its various strata into a single hierarchical structure. It is emphasized
that it is necessary to consider conceptual provisions and tools for evaluation and management of such
systemic characteristics as safety and risk in the system of the SMM in order to increase the sustainability of

the economic system under consideration.

1 Introduction

Socioeconomic systems (SES), first of all anthropogenic
microeconomic systems, objectively inherent risks that
are permanently modified in the dynamic environment,
conflict with each other, creating new, unknown till
present time risks. By substantially reducing one of the
risk groups, we can thus increase the risks associated with
another group. The multidimensionality of these risks
permanently creates threats to the economic security of
the SES.

In our opinion, economic security is an integrated
system characteristic, which depends on the stability, the
permissible level of risk, the controllability of parameters
in order to ensure the development and protection of vital
economic interests of the individual and society,
economic stability of the subjects of economic relations
and the economy as a whole [1].

Adding of the principle of uncertainty and the
resulting risk in the axiomatics of economic systems
functioning makes it more appropriate to consider
complex economic systems as self-evident, and also
points to the need to consider, evaluate and manage the
degree of risk in the system of economic security.

We emphasize that risk is one of the key features of
the essence of being, a systemic characteristic in the field
of economics. As we have emphasized, the risk has a
dialectical objective-subjective structure, as discussed in
detail, in particular in [2]. One can give such a definition
of the risk in the economy.

Risk is an economic category that characterizes the
degree of threats posed by possible losses, failures,
deviations from goals, and lowering the level of security.
At the same time, risk reflects the peculiarities of the
perceived interest of the subjects concerned in economic
relations of uncertainty, conflict, threats connected with
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the current state and the predicted course of events that
can lead both to the positive (desirable) and to the
negative (undesirable) economic result, from taking into
account direct and inverse relationships.

Risks are manifested as threats to the stable (planned)
functioning of the SES (hereinafter referred to as
enterprises). The current state and prospects of economic
development of Ukraine and its industrial segment are
characterized by a number of existing problems, in
particular such as: radical transformation of global chains
of value creation and complication of information
structure of modern enterprises; asynchronous
management of cross-enterprise processes, digitalization
and intellectualization of their control systems; the
complexity of tasks solved by managers of all levels due
to the ambiguity of situations due to the increase in the
number of significant factors and the significant growth
of the problem in a holistic and comprehensive analysis
of these situations, taking into account the revealed
hidden underlying relationships and factors; combining
and mixing various technologies of the physical, digital
and biological worlds on the basis of a single information
platform, etc.

Decision-making process is entrusted to a person (the
head of a certain rank), but the activity of people is
objectively limited due to the diversity and super-high
structural-logical-functional ~ complexity =~ of  the
investigated phenomena and processes of the subject area
on the one hand, and on the other — on the one hand, and
on the other, partial absence of a priori information about
the probable movement of the economic system and the
natural limitations of the human brain in analyzing the
tree of events in their interconnection, complementarity,
and / or vice versa, the mutual exclusion etc. Therefore, it
is logical to involve in the processes of decisions
substantiation of modern information technologies (IT) to
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strengthen the work of the human brain and create on this
basis a human-machine decision support systems, which
requires the transformation of existing business models of
operational type into digital models of activities that
support full automation , robotizing, computerization of
all functional areas of the enterprise, work with large data
sets and are the basis for creation of supercomplicated and
super-powerful control systems based on corporate IT.

The rapid development of IT and their application to
the automation of managerial processes generated an
important direction of intellectualization of processes
supporting management decisions — automation of
counteraction to threats to the enterprise and, as a
consequence, elimination or risk reduction of occurrence
of unwanted events (threats) by the way of developing of
information-analytical and intelligent systems of
automated decision support with elements of artificial
intelligence and their introduction into the practice of
traditional management of enterprises [3-6].

Under these conditions, for enterprises and economic
systems of different levels, the problem of aggregation of
large volumes of information — the results of monitoring
of a variety of aspects of the activity of the environment —
is being updated. The latter significantly alter the input
parameters of management models, may have a
destabilizing effect, and, therefore, cause an increase in
the uncertainty of the situation and the resulting risk and,
as a consequence, the instability of the economic system.

Enterprises that are interested in increasing the
stability of their own business and the predictability of
development trajectories, evaluate the level of awareness
of the tendencies and regularities of processes in the
external environment as a measure of conceptual
advantage. It is precisely this — the targeted security-
protection meaning becomes an economic risk in the
information (digital) economy, and the corresponding
change in the managerial and model paradigm is grounded
historically and methodologically [2, 7-10].

Mathematical modeling as a method of researching of
processes and phenomena has become the intellectual
core of information technology for the analysis,
foundation and adoption of rational and effective
solutions in the field of economics and entrepreneurship.
But now there is an urgent need for a substantial
rethinking of the methodological provisions and tools
used in the theory and practice of economic and
mathematical modeling.

Rational and most expedient is the combination in the
modeled system of adaptive enterprise management of the
principles and elements of system, situational, process,
marketing and other approaches to management in order
to form qualitatively new structures and management
mechanisms; it should be based on the quality
management system, comply with international and
Ukrainian standards, the observance of which guarantees
the quality of products and services, as well as the high
efficiency of the management system [11].

In recent decades, proactive management acquires in
the modeling of economic systems, which is understood
as purposeful activity, which involves the activation of
systemic transformations that lead to the formation of
potentially promising states of the economic system in

order to maintain its parameters of life, functioning and
development. In particular, the work of [12] formulates
the principles which were laid down in the basis of a
practical approach. This paper also emphasizes the need
to consider the uncertainty and generated risk in the
system of proactive management.

It is also important that the predictions of key
indicators and parameters can be developed more
precisely, based on artificial intelligence tools, by
implementing alternative scenarios of events and the
development of the external environment and the
researched system, which are necessary for making well-
balanced decisions. It is also necessary to take into
account new types of uncertainty, conflict and the
resulting risk, the security and viability of the analyzed
economic systems [1].

It should be noted that in our time the conceptual
provisions concerning metamodeling have developed
considerably, and the stratification tools are developing as
the basis for engineering modeling of control systems. At
the same time, it is important to synthesize the
methodology of metamodeling and stratification tools
based on the system-synergistic approach [11, 13-21].

Scientists are intensively and fruitfully working on the
development of methodological foundations and the
corresponding mathematical tools for modeling adaptive
control systems based on the stratification metamodeling
methodology for system synthesis and coordination of
asynchronous models of dynamically interacting
subsystems of the analyzed economic systems in order to
increase the validity and efficiency of managerial
decisions. In our opinion, the perspective direction in the
simulation of economic systems and processes is the
synthesis of artificial systems of intelligence enhancement
and the methodology and tools of stratification
metamodeling. Therefore, it is necessary to develop
intensively the scientific research in this direction [11].

2 Result and discussion

2.1 Glossary

We suggest using the following concepts (author’s
development) [11]:

Stratification — an analysis of the enterprise from
different points of view (modeling aspects) and the
corresponding perspective multi-dimensional
decomposition with the purpose of developing and
synchronizing different segments of knowledge (stratum)
with the simultaneous logical integrity of all of these
knowledge.

The technology of metamodeling — a system of forms,
methods, tools, methodological techniques and
procedures of hierarchical modeling, with the application
of which the structural and functional structure of the
enterprise is considered from a certain point of view
considering the objectives of the study.

Stratification metamodeling is a new (proposed by the
authors) object-oriented approach to the synthesis of a
complex enterprise model in order to select a plurality of
variants of unification of heterogeneous object-
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components of its various stratums into a single
hierarchical structure — the stratification metamodel of the
enterprise, on which basis a system multivariate analysis
and dynamic evaluation of the combined effect of
different objects of each stratum on the variability of
adaptive management of enterprise cross-processes is
done.

Metamodel of stratum is a complex model of an
enterprise that allocates certain levels of abstraction
(meta-levels) in the description of enterprise objects and a
plurality of their models located at different meta-levels,
and ensures their logical and algorithmic consistency at
meta-levels and between them within this stratum.

Stratification metamodel of the enterprise is a spatial
structural and functional complex model that unifies,
organizes and synchronizes information interconnections
between heterogeneous models of object-components
(local model complexes) of all strata in the scale and
context of the enterprise as a whole.

2.2 Methodology

We propose reengineering of the enterprise management
system based on a unified corporate information system,
taking into account the priority of decentralization of
management, preferential modeling of business processes
of the enterprise as a network structure on the basis of the
stratification metamodeling methodology (SMM). Let us
highlight the following main stages of the practical
application of SMM-methodology.

Stage 1. Development, introduction, improvement of
the enterprise quality management system based on the
international standards of the ISO 9000: 2005 series, IDT,
ISO 9001: 2008, IDT (with additions) taking into account
the specifics of the classes of enterprises grouped by types
of economic activity [22].

Stage 2. Model reengineering of the functional
structure of the enterprise (model of the network of
business processes): system decomposition of the
enterprise into separate parts (organizational units,
functional departments, business processes, etc.);
reengineering of business processes taking into account
the results of modeling of multidimensional structural and

functional  relationships  between the allocated
components [23].
Stage 3. Mathematical support of corporate

information  systems for information support of
managerial processes is based on integrated models of
enterprise activity, application of which provides model
compatibility, balance and functional interoperability of
heterogeneous object-components of a single corporate
information model of enterprise management system.
Consideration, quantification of risks and safety, as well
as models of management of these system characteristics,
considering the dialectical objective and subjective risk
structure [24].

Stage 4. Synthesis of the ERM-model (or ERM-
solution — Enterprise Reference Modeler) of the
enterprise management system based on the principles of
stratification applied to the complex model of the
enterprise:

—the processes of functioning of the enterprise are
described in various aspects and with different levels of
abstraction (the isolation of strata);

— METAMODEL complex model is represented by a set
of structural, functional and informative models;

— the synthesis of these models into a single complex, the
establishment of the coordination links between model
components, the introduction of a uniform format of
indicators, parameters, data for information exchange in
the scale of the entire model complex is carried out using
the methodology and tools of stratification metamodeling,
in which systems are systematically integrated methods of
structural and functional and object-oriented modeling,
graphic description of the structures of simulated
enterprise subsystems, metadata-based technologies
grounded on MDD models (Model-Driven Development)
and other tools for integrating models (nested,
hierarchical structures) [4, 25].

Stage 5. Designing a single corporate information
ERM-model of an enterprise-wide management system
based on BPM — a concept (Business Performance
Management) that implements an innovative approach to
management — automated support for a complete cycle of
business efficiency management aimed at optimizing the
implementation of strategic development of an enterprise
by the way of integrating cyclic analytical processes
supported by relevant information technologies [26].

2.3 Modeling

Model support for selected stages of the practical
application of SMM-methodology is provided by the SMM
toolkit — various mathematical, software and hardware
tools, case studies of relevant normative and legal
documentation are developed.

Stage 1. Development of ISO 9000 series standards for
a specific enterprise based on TQM (Total Quality
Management) [22, 26].

Stage 2. The modeling of the company as a complex
dynamic system in the form of the stratification
metamodel METAMODEL involves the creation of
integrated two of its complex models MODEL? and
MODEL??, functional and logical connections of
structural elements which are coordinated among
themselves on the basis of the toolbox SMM [11].

2.1. The first aspect of enterprise modeling (first
stratum). The object model MODELYS of the general
virtual organizational management structure (OMS) is
proposed, which is constructed using the tools of graph
theory and organizational modeling based on its real
analog as an artificial mixed-type OMS taking into
account various conceptual models (linear, functional,
matrix, design, network OMS models and their
combinations) and presented in the form of an oriented
weighted graph:

MODEL?S = (V5; E%5; wOS), 1)

where V05 = {0S;} = {0S;4,}, ES = {I'; 2} —is the set
of vertices and arcs respectively of the MODELS graph,
[ €1, a; € A; — identifiers; 0S;, 0S;, 0S;, — structural
divisions of the enterprise (i, i;, i> — their identifiers);
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VoS xvo% - {-1;0;1
{ Lo @

Q: VS x VS 5 {0;1},
.. — is the set of direct control
iq;i€l

pulses, which is represented by a modified adjacency
matrix: Viy, i € Liy # ip1y4,4,: 05, X 05y, >
{-1;0;1}; 2= {wiliz}il;izel — is the set of inverse
regulating responses, which is represented by the
adjacency  matrix: Viy, i €1y # i3 ;4,1 05, X
0s;, - {0;1}; WOS = {W; ® } —is a system of measured
functions that are given on the sets V25 and E% of the
MODELYS graph, respectively.

2.2. Adapting the enterprise to change by creating a
“target design teams” to solve actual problem situations
(countering threats to economic security) involves
decomposing using the technology of metamodeling of
the general model MODEL®S into partial models in the
form of oriented weighted subgraphs MODEL®S:

where I' = {Viliz}

MODEL®S = {mL®Y 3
{ T[ }nEH ( )
1

MLY = (95, EQS ;w05 ).

V95 = {0S};c L VOS:CM, x VS - {0;1} (4

EZS = {I; O} WPS = (W5 &y}

where MLgrl) — partial models of the virtual OMS of the
enterprise, which are artificially constructed to solve the
actual problem situation m; V.25, E2S, W95 — are the sets

of vertices corresponding to the arcs of the graph MLS)
and the system of weighted functions given on the sets
VOSand ESS, mell, I, €I, ST, N, SN, ¥, SV,
@, C P; CM,; — is a target conceptual model that is
constructed to solve the actual problem situation r € II.

2.3. The second aspect of the enterprise modeling
(second stratum). Integrated modeling of the business
processes (BP) network of the enterprise was carried out
using the metamodeling technology in the form of a
directed graph MODEL?":

MODELPP = (VBP; EBP), )

where VBP = {BP,} = {FSJ?;}’ EBP _ the set of vertices
and arcs of the graph MODEL®? respectively: vertices
(heterogeneous objects) — models of individual business
processes {Mlez)}; arcs — coupling between pairs BF,,
and BB,,; n € N, j, € ], —identifiers.

2.4. Model reengineering of business processes for
their continuous improvement. The set of objects of

model MODELE? is formed by models ML of individual
business processes of the enterprise, which is built on the
basis of international standards of quality of series ISO
9000 in the form of oriented weighted graphs:

ML = (V;BP; EBP;WBP ) neN (6)

VrlBP = {FS]:n}jE]n

ER” = (FShnnen = {(FSTi PSP} i

W,BP = (DEM?; DEM*; BRES; W Yen

FSJ,: VEP x VEP S (0; 1) ™
DEMZ: BP, X RS, — {0; 1}

DEM;: BP, X PR, — {0; 1}

BRES,,: BB, X RS, —» Z*

where VBP, EBP _ are the sets of vertices and arcs
respectively of the graph MLSE); FS}', FSj, FSp —

J1°
functional blocks of the n business process model (j, j, j>
— their identifiers within the business process “n”); W,5P

— is the system of weighted functions (objects) given on
the sets V2P and EEP of the graph ML, n € N, in

n s
particular: DEM2 = {d2,.} — is a function of consumption
of resources from the set RS,, r € R, on the elements of
the nth business process BP,; DEM; = {d,} — output
function of the product of the set PR, p € P, for the n
business process BP,; BRES,, = {b,,} — the function of
providing the nth business process BP, the volume of
r-type resources from the set RS,., r € R; W,, — the set of
administrative tasks of the enterprise (object) that are
solved on the functional elements of the business process
BPB,; Z* — is the set of integer positive numbers.

2.5. The formalization of “‘joints” between the pairs of
business processes in the model structure MODELP? is
carried out using the models in the form of dual-fraction
oriented graphs of a special structure:

Gn1n2 = (Vninz; Enlnz" Wnlnz) )]

Vayny = Vo, U Ve Vo, = {FS ), = {FS}}

1 uh Iny
N N &
Byt Vg X Vo, = (031, B, = {(FS]2 P52 )}
where V. n,, Eq n, — are the plural of the graph G, ,,, —
respectively, the vertices (functional elements F.’i;;1 and
1

FS;:lz , which are the “joints” of business processes BF,,
2

and BP,, respectively) and arcs that connect them; W, »,
—is a system of weighted functions (objects) given on the
sets Vi n, and E, ,, of the graph G, ny,n, €N,
n * nZajnl e]nlsjnz E]n2~

Step 3. To construct a comprehensive enterprise
model, we suggest using a combination of the most well-
known and recognized in the world of architectural
methodologies: the Zakhman model, the TOGAF (The
Open Group Architectural Framework), the FEA (Federal
Enterprise Architecture) methodology, the Gartner
methodology, the EAP method (Enterprise Architecture
Planning, as well as methods of structural analysis and
design of business processes (IDEF, ARIS, their
modifications and applied notations, MS Visio, etc.) [4, 6,
27-32].

Stage 4. The reengineering of business processes of
the enterprise is carried out on the basis of the model of
the MODELMS of the spatial interaction of the
organizational and functional structures of the enterprise
by the way of integration of the object elements of their
models MODEL®S and MODEL®? respectively (formulas

1nz»
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(1) - (9)) with the use of SMM tools. The complex ERM
model of the enterprise management system MODELMS is
presented in the form of the oriented weighted graph with
the formulas (10) - (12):

MODEIMS = (VMS; EMS, [7MS) (10

VMS — VOSUvBP
EMS = V0S x VEP - (0;1) (1)
WMS. (Pl p2. . W)

PL: V9 x FR - {0;1}
P2:VBP x FR - {0; 1}
U:V9 x VBP x FR - {0; 1}
W:U x RES x PROD - W

(12)

where:

VMS, VOS, VBP, EMS — {eiainjn} — {(Osi(xl‘; FS]T-,ll)}’ wMs
— is the set of vertices of MODEL™S, MODEL®S,
MODEL??, arcs of the MODELMS graph, and the system
of objects (functions, weights, matrices described above),
which are given on its sets VS and EMS, respectively, in
particular:  P* = {pl, cn.}, P*={pZ; sn.} matrix
identifiers of the “bindings” of the functional works 7,
from the set FR, s € S, hy € H, to elements 0S;,, € Vo5
and FS' € VB in accordance; U = {Tigynj,} — is the
matrix-identifier of the direct management guidance
pulses by the unit 0S;,, on the functional block FS”; W,
W — are the sets of management tasks Wy, which are
solved by the units 0S;, on the functional elements FS;

business processes of the enterprise using the resource set
of RES for the production of the product the PROD set
and the information descriptions Wy, of their content

statements: W = {wy; }, W ={wn, }. RES ={RS,},
PROD = {PR,},n €N, 1, €A, TER, pEP.

Fig. 1. Architecture of a single corporate information ERM-
model of enterprise management system based on BPM-
concept.

Stage 5. Models of modern corporate information
systems are developed on the basis of model stratification
of the enterprise on a modular basis and contain a set of
metamodels that are programmed implemented with the
help of multifunctional information management
technologies with a set of business applications
(architectural modules) at the level of databases and
knowledge for certain subject areas, which are adapted to
the specifics and conditions of the operation of a
particular enterprise. These methodological principles of

modeling are the basis for the creation of the architecture
of a single corporate information FRM-model enterprise
management system based on the BPM-concept
(Figure 1), which is endowed with referential properties
and can be adapted and implemented at other enterprises
that are related according to industrial and / or sectoral
sign.

2.4 Architecture of ERM-model

The architecture of a single corporate information ERM-
model of an enterprise management system, which we
offer within the framework of the SMM methodology,
allows the inclusion, if necessary, to the basic BPM
platform of separate specialized analytical techniques
presented by separate IT-modules, in particular, such
(Figure 1) [33-36].

BPM (Business Performance Management):

functionality of the module — automated support of the
full cycle of management of the efficiency of activity at
all levels of the enterprise by way of unification of
owners, managers, personnel and external contractors
within the general integrated management environment
based on a single corporate information model of the
enterprise;

modeling tools — methods: functional-cost (ABC-
Costing), scenario, situational and plan-fact analysis;
methodology of the BSC (Balanced Scorecard); BI
applications (Business Intelligence: data warehouses and
displays, OLAP technologies, intelligent data analysis,
etc.); AIN (Analytic Infrastructure) and DIN (Data
Infrastructure) integration technologies for functional and
informational collaboration of BPM-based applications
from external sources (BPM-compliant with APS / CRM
/ SCM solutions, ERP / ERP 1II class systems), IAS set,
CALS-technologies, etc.); ITIN-technology  (IT-
infrastructure: servers, data storage hardware, computing
networks, operating systems, etc.); B2G (Business-to-
Government) and G2B (Government-to-Business)
application-based software solutions, such as e-
procurement systems, electronic tenders, etc.

ERP Il (Enterprise Resource and Relationship
Processing):

functionality of the module — integrated management
of an enterprise of a certain type of economic activity (for
sectoral / industrial segments) by way of automating
cross-processes through their optimization, IT support
and the introduction of automated CRM (Customer
Relationship Management) and supply chains (SCM-
Supply Chain Management) based on Internet
technologies;

modeling tools — methods and models of logistics
(SCM-module), Internet-based technologies on the basis
of B2B and B2C platforms (Business-to-Business and
Business-to-Consumer — application software solutions
such as CRM components for the implementation of
interactive interaction respectively, “enterprise-executor-
enterprise-customer” and “enterprise-client”), tools of the
basic ERP-system, applied APS-system, control systems
by databases and OLAP-technologies, etc.

CSRP (Customer Synchronized Resource Planning):
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functionality of the module — synchronization of
business processes of the enterprise with the needs and
expectations of consumers of its products by the way of
business process reengineering and virtualization of its
units and services;

modeling tools — Internet-based technologies B2C-
platforms, tools of the basic ERP system, applied APS-
systems, control systems by databases and OLAP
technologies, etc.

ERP (Enterprise Resource Planning):

functionality of the module — effective planning and
management of all resources of the enterprise to provide
an organizational strategy for the integration of
production and operations management of labor
resources, financial management and asset management;

modeling tools — methods, models, algorithms of the
theory of production planning, statistical and economic
analysis, the theory of schedules, group support decision-
making, investment analysis, management accounting,
financial and personnel management, etc.

IAS (Information and Analytical System):

module functionality is a human-computer system
whose analytical modules together form a multifunctional
integrated information system, with which the support for
decision-making is supported;

modeling tools — traditional optimization methods:
MathCAD, MATLAB; statistical data processing: STE
(Statistica Enterprise), SPSS (Statistical Package for the
Social Sciences); ES (Expert System), DSS (Decision
Support System), ESS (Executive Support Systems), etc.

CIM (Computer Integrated Manufacturing):

Sfunctionality of the module — the integrator of separate
computer systems and CALS-technologies into a single
system for the automation of the entire production process
from designing products to their manufacturing;

modeling tools — tools of the basic ERP system,
applied CALS-technologies integrated with ERP system:
CAD (Computer-aided design), CAE (Computer-aided
engineering), CAM (Computer-aided manufacturing).

APS (Advanced Planning and Scheduling):

functionality of the module — adaptive management of
the enterprise’s production cycle for the management of
production chains based on the application of economical
mathematical methods and models;

component modules (standards):

ATP (Available To-Promise) — comprehensive

assessment of the ability to execute the scheduled

portfolio of orders in scheduled terms;

EP (Enterprise Planning) — optimization of planning

processes: capacities, operational, material needs;

PS (Production Scheduling) — volume scheduling;

SCP (Supply Chain Planning) — planning a cumulative

production process based on the “production chain”

modeling;

EM - application (Enterprise Modeler) — scenario

modeling for the development and quantification of

the effectiveness of enterprise plans at all levels;

modeling tools — methods and models of mathematical
programming, operations research, mathematical
statistics, risk analysis, optimal management, decision
making, simulation modeling, structural modeling (IDEF,
ARIS  methodology, etc.), heuristic methods,

multicriterion models, object oriented technologies
(UML; CBD; DFM, etc.), business process reengineering
methods: DEM (Dynamic Enterprise Modeler), ERM-
solutions (Enterprise Reference Modeler), other methods
and models of economic cybernetics.

The BPM platform provides the implementation of
simple analytical functions that are implemented with
built-in OLAP tools (generalization / detailing,
benchmarking, etc.), and the only corporate information
ERM-model of the enterprise management system built on
the basis of the methodology and with the use of
stratification metamodeling tools, enables to solve the
actual problem of asymmetry of model information in the
system of management of economic safety of the
enterprise and has the following advantages:

— universality (the possibility to describe the structure of
the ERM-model, the characteristics and functionality of
the classes of models using the METAMODEL
stratification metamodel, and the standardization and
unification of the models created for various problem
areas — the system evaluation of individual risk groups);
—modularity (structurization of the METAMODEL
stratification metamodel as a system of interconnected
and conditionally separated local model complexes while
maintaining its integrity — identifying “hidden” links
between the components of the detected threat and multi-
dimensional assessment of the integration risk of the
threat of the onset of a particular problem situation);
—the system of relations within the hierarchy (at each
level of the hierarchy of the ERM-model, its individual IT
modules may be assigned their own rules for representing
their objects and interrelationships between them —
leveling the threat of the “exit” of a particular problem
situation beyond the functional of the ERM-model due to
the application of its construction of the principles of
multilayer hierarchy);,

— adaptability (the ability of the FRM-model to flexible
modification and extensions of model and hardware
complexes at any hierarchical level without a fundamental
modification of its structural basis — model synthesis
(model simulation) of a chain of problem situations or a
certain set of them);

— interoperability (the ability of the ERM-model to
integrate adequately and non-conflict with other external
entities in relation to it, formalized objects, excluding any
restrictions on mutual access to jointly activated
information and computing resources, in particular
models, sets of models, model complexes, metamodels of
data and knowledge, etc. — the basis for automated control
of the chain of task models through “access points” due
to the intellectualization of the decision-making model in
the  structure of  stratification  metamodel  of
METAMODEL).

3 Conclusion

Thus, the mastery of the principles and mechanisms
embodied in the BPM concept enables top management to
determine and measure the effectiveness of the enterprise
by improving the reflection of the assessment of its own
business, on the basis of which to implement program-
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targeted efficiency management on its basis which is
grounded on strategic priorities of the development. The
main hidden reserves for obtaining a positive effect from
the introduction of BPM-systems built on the basis of the
proposed methodology of SMM, is saving various types of
costs (reducing costs of IT processing transactions in the
system optimization of flow processes throughout the
production chain; eliminating the risks of making
incorrect or false calculations; obtaining a synergistic
effect by coordinating processes, optimizing functions,
targeted improvement in indicative indicators, etc.) and a
long-term competitor and benefits for the next 15-20 years
due to the flexibility of management in responding to
market changes and as a result ensure high performance
and profitability of investment attractiveness.

The methodology of SMM is the basis for
accumulation and reuse of knowledge when creating
templates of ERM-models, which are reference for the
classes of enterprises, due to the flexible combination of
conceptual, mathematical and information descriptions of
the models of enterprises with the use of stratification
metamodeling tools.

We would like to emphasize that the inclusion of
conceptual provisions and tools of safety and risk in the
framework of the SMM is a prerequisite for ensuring
efficient, proactive management of the SES in the realities
of the information (digital) economy.

This study was supported by the Ukrainian Ministry of
Education and  Science, Project No.0116U002596,
“Development of Methodology and Toolkit of Modeling Risks
in the System of Economic Security”.
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