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Abstract. The article considers the place of cryptocurrency markets in the 
global economy. The key risks of active implementation of IT 
achievements in the financial sector were defined. It was shown that 
cryptocurrencies are associated with settlement operations, investment 
activities and speculation in the currency markets. It was argued that the 
availability of equipment for the production of digital currencies, the 
spread of trust on the part of users and business representatives contribute 
to the promotion of cryptocurrencies and the penetration of digital 
currencies in various spheres of economic activity. The attraction of 
additional resources in the economy in the conditions of insignificant costs 
for entering the cryptocurrency market that become a factor in the spread 
of cryptocurrency assets was considered. 

1 Introduction  

Cash flow management, effective fundraising, optimization of the tax burden, promotion of 
products by channels convenient for consumers are issues of concern to representatives of 
wide business circles. Besides, the creation and implementation of technological 
innovations at the present stage is the basis of the success of any company. The desire of 
enterprises to gain and maintain their market share requires significant efforts both in the 
promotion of existing products and in innovation, for example in the development of new 
products and updating existing products [1]. In this regard, the creation of technological 
innovations, the growth of business and the development of entrepreneurial activity are 
trends that mutually reinforce each other. The increase in the influence of information 
technology and entrepreneurial activity contributes to the modification of other areas of 
economic activity. 

In particular, the rapid development of information technologies (IT) causes a radical 
transformation of the financial systems of most countries. At the same time, the most 
significant changes are observed at the level of financial infrastructure, primarily in the 
banking system and the foreign exchange market. One of the key risks of active 
implementation of IT achievements in the financial sector is the possible disappearance of 
the banking system in the "classical" form or its radical transformation due to the inability 
to compete with new technologies [2].  
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At the same time, the most potentially dangerous for classical banks are two 
technologies – credit electronic platforms and blockchain. Even 3-4 years ago, the 
companies of credit electronic platforms looked like experimenters, but today the pioneers 
of this market “Landing Club”, “Prosper” and others have a billion capitalization [3]. These 
companies independently determine the solvency of a person or enterprise using a huge 
database. After determining the level of solvency of a potential borrower, the electronic 
platform is looking for an investor. Thus, there is a partial replacement of the financial 
sector with resources of information technologies and services. 

On the other hand, blockchain – a technology of storage and instant transmission of 
huge amounts of data in encrypted form - is becoming widely used. Blockchain allows 
anybody to easily manage personal accounts and transfers without the help of a bank. The 
system has multi-level protection, and most importantly – the corresponding code is seen 
by all participants in transactions, therefore potentially stolen funds can be observed in the 
network, so it is impossible to use them criminally. From a technical point of view, 
blockchain is a technology of distributed registers, which allows anybody to create a 
decentralized system of relations, in which each next transaction depends on the previous 
one. Therefore, the transaction data cannot be changed or deleted. For the first time, this 
term appeared to refer to a distributed database implemented in Bitcoin - the most popular 
cryptocurrency in the world [2]. It is the emergence of digital currencies, such as Bitcoin, 
which perform all the functions of money and which, thanks to the blockchain system, have 
a high degree of protection and security, contributed not only to the change in the 
functioning of the financial system but also to the modification of the principles of 
entrepreneurial activity.  

2 Results  
The user can buy Bitcoin or other types of cryptocurrencies, or generate them in the process 
of mining (the use of computing resources to perform a mathematical task to verify and 
implement cryptocurrency transactions with the help of special equipment - miners). The 
cost of the most popular miner produced by the Chinese company "Bitmain", which today 
occupies 75% of the world market, is about USD 2,000, and the payback period is about 12 
months [4]. Bitcoin is not tied to defined national currencies or assets, and its value is not 
backed by anything other than the trust of its owners. Bitcoin exchange rate is set on virtual 
exchanges, where it is exchanged for real money. Digital exchange of cryptocurrencies is 
carried out on such world exchanges as “Bitfinex”, “Poloniex”, “Kraken”, “Shapeshift”, 
“Changelly”, CHBTC, “Bitquare”, “Bittrex”, “BitMEX”, BTER, “Yobit”, 
“CoinExchange”, “LiteBit”, “Btc Markets” and others [5]. Online rates of different 
cryptocurrencies can be tracked [6]. The availability of equipment for the production of 
digital currencies, the spread of trust on the part of users and business representatives, the 
ability to exchange for real money without significant expenditure of time and resources, 
the possibility of operational monitoring and a high level of security – all this conditions 
increase the popularity of these types of assets. 

Due to the demand for |fair money” in the world, complete anonymity and protection 
from counterfeiting, interest in cryptocurrencies is growing rapidly. The anonymity of 
payments makes the Bitcoin system attractive in a criminal environment [7]. 
Cryptocurrency is a convenient tool for money laundering, as this type of asset gives 
relative anonymity to the owner of the currency (the system does not require personal 
information about the user and his location). This feature minimizes the ability of law 
enforcement agencies to track criminal activity and identify the offender. 

Also, foreign exchange transactions are out of state control, so any transactions with 
cryptocurrency do not need to be checked by third parties, such as a bank, government 
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agency or non-governmental organization. In addition, the user can have more than one 
account and conduct transactions from different locations at the same time. Bitcoin allows 
for various money laundering schemes, which virtually blocks the possibility of identifying 
criminals. The mentioned characteristics of the cryptocurrency encourage legislators around 
the world to unify the legal system for the use of cryptocurrency as a means of payment [8]. 
The main attention is paid to the taxation of cryptocurrency turnover. Cryptocurrencies are 
associated with settlement operations, investment activities and speculation in the currency 
markets. All these operations have signs of objects of taxation. In this regard, the issues of 
monitoring the turnover of cryptocurrencies, the definition of the legal framework and 
economic instruments of taxation and tax control become relevant. To solve these issues, it 
is necessary to allocate groups of transactions with cryptocurrency, which can be an object 
of taxation. Attempt to create a similar classification was carried out by Volosych S. and 
Barannik Yu. It is presented in the figure below. 

 
Fig. 1. Cryptocurrency transactions as a tax control object [9] 

According to S. Volosych and Yu. Barannik, to prevent the use of cryptocurrencies in 
terrorist activities, it is advisable to carry out tax control of mining, exchange rate 
determination transactions, and transactions with cryptocurrencies. 

For this purpose, at the macro level, the creation of legal documents regulating the 
cryptocurrency market should be ensured [9]. The need for structuring the institutional 
sectors of the economy and activities, which implies the need for a comprehensive study of 
the processes of differentiation, evolution and economic growth of the total financial 
potential of the country should be taken into account [10]. Understanding the total financial 
potential of the country and its timely and qualitative analysis, the choice of the necessary 
method of assessment and the system of indicators are fundamental for making effective 
management decisions [11]. At the same time, at the micro level, it is necessary to provide 
conditions for the identification of owners of electronic wallets, taking into account the 
importance of strategic management accounting information for strategic management 
purposes [12]. So, the issues of state regulation of the cryptocurrency market remain open. 
This situation, on the one hand, poses a threat to the centralized management of economic 
processes and reduces the number of effective instruments of influence on business entities. 
On the other hand, such difficulties create opportunities for small and medium-sized 
enterprises seeking to reduce the tax burden. 
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Cryptocurrency exists freely. All sorts of organizations, including those that provide 
related services, such as a guarantee of safety of coins in the wallet or ensure the security of 
transactions are trying and will try to adapt to cryptocurrency. Increased competition in the 
process of saturation of the market, along with increasing innovation and originality of the 
goods supplied, leads to the development of personal needs. Since entrepreneurs trying to 
win in tough competition, they are forced to create not only innovative products but also to 
identify new unique needs [1]. Increasing the level of consumerism against the background 
of growth in the number of small and medium-sized enterprises contributes to a significant 
adaptation of cryptocurrency technologies in global markets. Some payment systems accept 
Bitcoin, such as Visa, Paypal, and Bitpay. For example, the company Bitpay currently 
serves more than 15,000 business owners and is present in 200 countries [7]. 

New forms of investment, such as ICO (Initial Coin Offering), are associated with the 
formation of cryptocurrencies. In simple words, ICO can be compared to cryptocurrency 
crowdfunding. Most often projects involved in the ICO are somehow connected with the 
technology of the blockchain and cryptocurrency. By issuing its own "money" and 
exchanging it for one of the common cryptocurrencies (such as Bitcoin) or even for real 
currencies, the project can secure the funding needed to launch or develop. In addition, by 
issuing currency for the project, it is possible to accelerate its development and 
automatically solve the problem of future monetization [13]. Thus, the presence of 
significant investment opportunities, a significant level of decentralization, increased 
consumerism and innovations create favorable conditions for increased adaptation of 
cryptocurrencies in the business environment. 

However, there are risks associated with failures in IT systems caused by various 
reasons. The need to deepen knowledge about the advantages and disadvantages of 
electronic payment systems, the need to increase the security of IT technologies and to 
increase IT literacy slow the development of non-cash payment instruments and, 
accordingly, limit the growth of cryptocurrency markets. 

Representatives of the Central banks note significant risks of cryptocurrency 
development. Thus, the Head of the Reserve Bank of India said that the virtual currency is a 
potential financial, operational, legal threat to customers. Cryptocurrencies are vulnerable 
to hacker attacks, loss of passwords, unauthorized access, and lack of a system for resolving 
customer complaints [14]. 

M. Carney talks about the risk of fraud and theft of Bitcoins from the accounts of 
customers and exchanges. In all cases, the funds were stolen from “hot wallets” when the 
secret key was stored on a computer or device connected to the Internet [15]. The Head of 
the Central Bank of Australia believes that cryptocurrencies are of greater interest to 
criminals than to consumers: “Current fascination with these currencies is more like a 
speculative mania than using them as an effective and convenient form of electronic 
payment” [16]. The Vice-Chairman of the National Bank of the Czech Republic said that 
the rapid changes in purchasing power are a mortal enemy of any good currency [17]. The 
uniformity of business models of different cryptocurrencies creates the danger of 
simultaneous changes in the behavior of market players concerning these instruments. 
Players (miners) have branched virtual communities that use uncontrolled channels of 
moving money [18]. The high level of volatility in the cryptocurrency market, along with 
the creation of threats to the stability of the financial system, causes increased interest from 
investors. A small amount of initial investments and a high level of payback attract an 
increasing number of entrepreneurs, which in turn contributes to the growth of 
cryptocurrency markets. 

According to Wang Chun Wei, increasing liquidity in the cryptocurrency market 
contributes to lower liquidity and increase the efficiency of the foreign exchange market 
[19]. So, the more widespread and developed cryptocurrency technologies are, the more 
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stable their functioning is. The level of risk of investments in relevant instruments is 
reduced on the basis of regulation and increased transparency of market agents. 

In this regard, cryptocurrencies are increasingly becoming the focus of investors' 
attention. Financial indicators in terms of risk and return are different from those of 
classical financial assets: investments in cryptocurrencies have relatively high volatility, 
that is, the risk, which, however, is compensated by the high expected return. Also, its low 
correlation with stock, bond, commodity, and foreign exchange rates creates diversification 
potential for investors. Investors also do not need to actively manage these assets [20]. 

Based on the above, it can be argued that cryptocurrencies are not only perceived by the 
main economic entities as alternative money but also recognized as an object of investment. 
Profitability expectations and trust positively affect the attitude to these assets. Currency 
characteristics associated with the expected profitability and compatibility of transactions 
have a positive impact on the attitude to cryptocurrency [21]. To replace the existing 
currencies cryptocurrencies lack full recognition from the largest trading platforms and an 
objective combination with the existing currencies. These factors become an obstacle to the 
spread of cryptocurrencies in the global space.  

Nevertheless, the positive impact on the development of cryptocurrency markets has the 
fact that the profitability of the cryptocurrency can be predicted based on specific market 
impulses and the favor of investors [22]. The predictability of changes in market conditions 
and significant volatility is a significant advantage of cryptocurrencies, which can 
neutralize the shortcomings associated with the insignificant use of these assets in world 
trade. 

Another opportunity for the growth of the cryptocurrency market is digital financial 
services (DFS), which can be defined as financial transactions using digital technologies, 
including electronic money, mobile financial services, online financial services, i-teller and 
banking without branches, whether banking or non-banking institutions. Digitalization of 
finance provides an opportunity to achieve broad financial integration by increasing the 
availability and penetration of digital financial services, benefiting from previously non-
banking sectors of the population and offering digital alternatives to encourage consumers 
and entrepreneurs to leave the informal sector. DFS also opens up opportunities for the 
integration of low-income financially isolated groups [23]. The additional resources 
microentrepreneurs in conditions of the negligible cost of entry into the market of 
cryptocurrency become a factor of the promotion of cryptocurrencies. 

3 Discussion 

Thus, the spread of cryptocurrencies can affect the level of competition in the financial 
market and helps to reduce costs, provides an improved experience for entrepreneurs. 
Nevertheless, attention should be focused on the existence of new risks for consumers in 
the markets with DFS and cryptocurrencies. Risks such as inadequate disclosure and 
recovery mechanisms, diversity of suppliers, cross-border sales, arbitration, data protection, 
lack of coordination between authorities can pose a serious threat to the financial well-
being of the businesses. These issues require a more detailed study in further studies. 

4 Conclusion 

Based on the presented analysis, the following conclusions and generalizations can be 
made. Active implementation of IT achievements in the financial sector creates conditions 
for the restructuring of business processes within the banking system. A factor in 
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strengthening this trend is the emergence of digital currencies such as Bitcoin, which 
perform all the functions of money and which, thanks to the blockchain system, have a high 
degree of protection and security. The availability of equipment for the production of 
digital currencies, the spread of trust on the part of users and business representatives 
contribute to the promotion of these types of assets and the penetration of digital currencies 
in various spheres of economic activity. This situation, on the one hand, poses a threat to 
the centralized management of economic processes, and on the other hand, contributes to 
the possibility of reducing the tax burden on small and medium-sized enterprises. 
Significant investment opportunities, increased consumerism, and innovation create 
favorable conditions for increased adaptation of cryptocurrencies in the business 
environment. At the same time, attraction of additional resources in the economy in the 
conditions of insignificant costs for entering the cryptocurrency market becomes a factor in 
the spread of cryptocurrency assets. 
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