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Abstract. The state of market relations which is determined by the high 
level of competition, instability and environmental variability, requires 
from each subject of the weighted actions to manage the safe 
development. The risks accompanying the activities of each enterprise 
are the components of its management. The necessity of considering 
financial risks as a generalizing factor of the security system of 
enterprise development is substantiated. The research proposes a 
methodological approach within the framework of economic and legal 
aspects to the management of financial risks in the security system of the 
enterprise development, with the definition of the main theoretical 
positions, namely: goals, objectives, principles, legal entities and 
methods of managing financial risks in accordance with the stage of the 
life cycle enterprises The necessity of improvement of legal support of 
legal relations with the enterprise in the system of security of enterprise 
development is determined. 

1. Introduction 
 
The current state of market relations is determined by the high level of competition, 
instability and volatility of the environment. These are also the main barriers, and in some 
cases, and stimulants on the way to the development of industrial enterprises, which can 
only be overcome if the development of a system for development security within an 
enterprise management system is created. One of the areas of the development security 
system is risk management at the enterprise.  
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The activity of any entity is associated with the emergence of a large number of risks 
and threats to their implementation throughout its life cycle. Over the past decades, many 
scholars and practitioners have focused on defining the concept of risk, evaluating its 
occurrence and managing it using various methods and techniques [1, 9, 11, 12]. Based on 
the experience gained, it was concluded that risks are not a sentence but an existing reality. 
In general, the risk can be represented as the probability of occurrence of an event and / or a 
certain result. Moreover, if the risks were predictable (expected) and timely measures were 
taken to avoid or minimize, the result of the activity can be extremely positive. 

On the other hand, the security of enterprise development should also take into account 
the legal support of the subjects of relations in the management of risks. However, legal 
support has not received enough attention at any level of the national economy. Although, 
according to Article 42 of the Commercial Code of Ukraine, entrepreneurship is an 
independent, initiative, systematic, at its own risk, economic activity carried out by 
economic entities (entrepreneurs) in order to achieve economic and social results and profit 
[16], there is no integrated regulatory framework for risk management regulation. All these 
conditioned the relevance of this study. 
 
2. Main body 
 
One of the main groups of risks associated with the economic activity of industrial 
enterprises are financial risks, which, in they turn, can be considered as a generalization 
indicator. They accompany enterprises at all stages of the production and financial cycles, 
and reflect the positive or negative impact of existing risks on it. Moreover, depending on 
the stage of the life cycle, starting from the stage of entering the market, passing the stage 
of growth or expansion of activity, maturity, saturation, even before the exit from the 
market, there may be various threats and risks. Therefore, it should be considered necessary 
to determine the methodological approach to managing financial risks in the system of 
security of enterprises development, taking into account both the economic and legal 
aspects of enterprises. 
 
2.1  Methodological Approach to Financial Risk Management in the Enterprise 
Security System 

 
Each industrial enterprise wants to develop with a certain level of protection against 
possible threats and risks accompanying their activities at every stage of the life cycle, not 
only in economic activity, but also in legal relationships with different actors. Therefore, 
according to the authors, the main objective of managing financial risks in the system of 
enterprise development security in both the economic and legal aspects is to achieve a safe 
development of an enterprise with the optimal level of financial risk (Fig.1). 

Achievement of the set goal is possible only under conditions of thorough and reliable 
analysis of existing and/or possible threats and risks of both internal and external origin, 
assessment of the current status of the results of the enterprise and forecasting them with 
the possibility of preventing possible future risks. 

The management of financial risks within the framework of the security system of 
enterprise development should be based on a set of economic and legal principles. Within 
the framework of the imperative principles [16]: 

1) protection by the state of all subjects of ownership and management; 
2) ensuring equal conditions for their rights and guarantees of equality before the law; 
3) independence of the development of business entities action program - in the 

management of financial risks within the security system of the enterprise must adhere to 
the following basic principles of economic activity, namely: 
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1) awareness, manageability, risk management efficiency, which involve taking risks 
only those that are subject to neutralization, and the costs of their neutralization should not 
exceed the sum of possible financial losses on it, even with the highest degree of likelihood 
of occurrence of a risk case; 

2) comparison of the level of risks with the level of profitability of financial 
transactions and the level of financial capacity of the enterprise; 

3) independence of management of individual risks of the enterprise, that is, financial 
losses do not depend on each other on individual risks. 
 

 
Fig 1. Methodological approach to managing financial risks in the enterprise security system 

 
Adhering to the proposed principles for financial risk management, the company forms 

legal relationships with various entities with pronounced antagonisms between them, 
which, in turn, affect the emergence and/or aggravation of existing threats and risks in the 
relationship. However, today in Ukraine, the state authorities, only legal documents that 
partially regulate the production risks of certain sectors of the national economy (customs, 
building legislation, etc.) are developed, and the risks of the financial sector, which is 
mediating for enterprises (insurance activities [2] , banking [3], securities market activity, 
audit), which exacerbates the contradictions between market participants as a result of the 
unilateral protection of their activities, thus restricting the rights of economic entities. 
Therefore, the real conditions of existence require from business entities sound decision-
making related to financial risks and support of a comprehensive regulatory framework for 
regulating their management. 
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2.2  Management of financial risks in the stages of the life cycle of the 
enterprise 

 
Each stage in the life cycle of an industrial enterprise has certain causes of the risks and 
must have effective measures to minimize or overcome them. However, there are risks that 
accompany the company at all stages of the life cycle (table). One of them is the risk of 
quality and incomplete information. This risk is due to uncertainty or asymmetry of 
information, since in a competitive environment, industrial enterprises have a desire not to 
disclose all available information. This leads to multicriteria and conflict in the assessment 
of events, when one has to consciously make compromise solutions. 
 

Table 1 Financial risks in the life cycle of the enterprise 

Stage of Life 
Cycle 

Probability of 
occurrence of 

risks 
Specific 

financial risks 
Economic methods of 

managing financial risks 

Regulatory and 
legal support for 

financial risk 
management 

Access to the 
market 

Emergence of 
threats 

 Investment; 
credit; tax; 
inflationary 

Prevention of threats and 
risks: statistical; expert 
assessments; analogies; 

“tree of solutions”; 
insurance, etc.  

Constitution of 
Ukraine 

The Commercial 
Code (Chapter 4, 

Articles 42-51; Part 
1, Article 142) [16] 
Art. 8 of the Law of 

Ukraine “On 
Employment of the 

population” [5] 
Art. 17 of the Law 

of Ukraine 
“On the basis of 

social protection of 
the disabled in 
Ukraine” [8] 

Art. 1 of the Law of 
Ukraine “On the 

Procedure for 
Settlements in 

Foreign Currency” 
[9] 

Civil Code [11] 
“On Fundamentals 

of National 
Security of 

Ukraine” [7], “On 
Protection of 

Economic 
Competition” [6] 

financial and legal 
regulation of legal 

relations 

The onset of a 
risky situation 

Risk Remedy: Sensitivity 
analysis; script analysis; 

“Tree of failure”; 
expediency; utility 

function, etc. 

Growth 
(expansion of 

activity) 

Emergence of 
threats 

Percentage 
monetary; 

credit; loss of 
solvency; 

reduction of 
financial 
stability; 

innovative; tax; 
inflationary 

Prevention of threats and 
risks: analytical; “tree of 
solutions”; game theory 

The onset of a 
risky situation 

Elimination of risks: "tree 
of failures"; securitization; 

insurance, etc. 

Maturity 

Emergence of 
threats 

Prevention of threats and 
risks: analytical; “tree of 
solutions”; game theory 

The onset of a 
risky situation 

Risk Remedy: Kornai 
Software Modeling; 

marketing matrices; scoring 
programs 

Saturation 
Emergence of 

threats 

Prevention of Threats and 
Risks: Simulation of Monte 
Carlo; marketing matrices, 

etc. 
The onset of a 
risky situation 

Elimination of risks: “tree 
of failures”; insurance 

Leaving the 
market 

Emergence of 
threats 

Investment; tax; 
credit; loss of 

solvency; 
reduction of 

financial 
stability; price 

Prevention of Threats and 
Risks: Risk Map; 

analogies; game theory 
The onset of a 
risky situation 

Elimination of risks: "tree 
of failures"; insurance 

 
Along with the generally accepted types of threats and risks of an enterprise, there are 

some and specific ones. The main specific types of systematic (market) financial risks at the 
stage of entry of the company into the market can be attributed: 

- investment risk, characterized by the possibility of financial losses in the process of 
investment activity of the enterprise; 

- the credit risk that occurs in the financial activity of the enterprise in providing it with 
a commodity loan to buyers for further establishment of relations with them; 
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- tax risk arises as a result of changes in legislative acts regarding the probability of 
introducing new taxes and fees, changes in the procedure for charging and timing of 
payment of existing obligatory payments, cancellation of tax benefits, etc .; 

- inflationary risk is characterized by the ability to depreciate the real value of capital 
and reduce revenues from the results of financial activity of the enterprise in the conditions 
of inflation. 

At the stages of growth, maturity, saturation, there may be specific financial risks such 
as: 

- interest rate risk arises as a result of an unexpected change in the interest rate on the 
financial market; 

- currency risk arises in the course of foreign economic activity as a result of changes in 
the exchange rate of foreign currency; 

- the risk of reducing the structure of capital, which leads to imbalances in the volume 
of positive and negative cash flows of the enterprise; 

- the risk of insolvency of an enterprise is characterized by a decrease in the level of 
liquidity of circulating assets; 

- innovative risk associated with the introduction of new financial technologies, the use 
of new financial instruments, etc. 

Possessing reliable information about the legal relationship between different market 
players, it is possible to predict more or less probable threats and risks. Estimation of the 
probability of occurrence of risk is possible with the use of qualitative and quantitative 
methods and techniques, and depending on the stage of the life cycle of the enterprise, they 
may differ. Considering that the company's financial risk is an indicator of complexity that 
combines a large number of external and internal factors, or simple risks [1, 13], we 
propose a model for an integrated assessment of a company's financial risk in the 
enterprise security system. 

First of all, it is necessary to determine the frequency of occurrence of some level of 
losses: 

p = n / nzg          (1) 
where p is the frequency of occurrence of some level of losses; 
     p - number of cases of occurrence of a specific level of losses; 
    pzg - the total number of cases in the statistical sample, which covers all, in that 

account, and successfully carried out operations. 
It is expedient to determine the degree of risk in absolute terms for the characteristics 

of certain types of losses, and for relative - when comparing the projected level of losses 
with real, medium-sized, average in the market segment, etc. 

In absolute terms, the degree of risk (the measure of expected failure in achieving the 
goal) can be defined as the product of the probability of failure (undesirable consequences) 
by the magnitude of these undesirable effects (losses, payments, etc.) [1]: 

Rj = Bj × pj          (2) 
where Rj is the magnitude of the risk; 
Bj is amount of losses (losses); 
pj is probability of unwanted risks. 
The probability (p) with a sufficient degree of accuracy is calculated on the basis of 

statistical data. To evaluate the actual data, all probabilities take the same and are 
determined as follows: 

P = 1 / n         (3) 
The average expected value is associated with the uncertainty of the situation, it is 

expressed in the form of the weighted average of all possible results where the probability 
of each result (p) is used as the frequency or weight of the corresponding value (B). 

Then, hopefully, the most probable value of losses (losses, income, profit) - will be: 
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퐵 = ∑ 퐵 × 푝         (4) 
where n - number of cases; 
Bi - the magnitude of losses (losses, income, profit) in the second case; 
pi -is the probability of occurrence of the th case. 
The average expected value is a generalized quantitative characteristic and does not 

allow a decision to be made in favor of any option. For the final decision it is necessary to 
measure the fluctuations of the indicators, that is, to determine the extent of the 
fluctuations of the possible result. Fluctuations of the possible result are the degree of 
deviation of the expected value from the mean value. For its determination, usually the 
variance is calculated, or the mean square deviation. 

The dispersion is the weighted average of the squares of deviations of actual results 
from the mean value: 

휎 = ∑ (퐵 − 퐵 ) × 푝         (5) 
The mean square deviation is calculated by performing statistical tests of various 

hypotheses, as well as for identifying the relationships between random variables. This 
statistic is the most common type of deviations used in calculating quantitative risk 
indicators and is determined by the formula: 

휎 = √휎  = ∑ (퐵 − 퐵 ) × 푝        (6) 
The coefficient of variation (g) that allows you to compare the fluctuations of the signs 

having different units of measurement. The higher the coefficient of variation, the stronger 
the oscillation of the sign. 

r = σ / Bu          (7) 
Based on the results of calculating the value of the coefficient of variation, the 

following scale can be used to assess financial risk: 
0,0-0,1 - minimal risk; 
0,1-0,25 - low risk; 
0,25-0,50 - acceptable risk; 
0,50-0,75 - critical risk; 
0,75-1,0 - catastrophic risk. 

Thus, real business conditions require industry to make informed decisions about 
financial risks. Therefore, before taking a managerial decision regarding the further 
development of the enterprise, it is necessary to establish which risk the group, type and 
type will have to deal with, as well as quantify the degree of potential hazard from the 
occurrence of a risk event. 
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