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Abstract. The authors of this paper consider promising areas of the corruption prevention using the latest 

digital technologies: Blockchain, Internet of Things, Artificial Intelligence and Big Data. The purpose of 

this research is the analysis of advantages of the digital economy development in terms of solving social 

problems and crime prevention. The authors also show functional digital models of the anti-corruption 

compliance are defined. In addition, the research results include the determination of some shortcomings 

of the proposed models associated with the imperfection of the current legislation. 
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1. Introduction 
 

Nowadays, the use of digital technologies for the corruption prevention is a new interdisciplinary point of 

application of forces of both lawyers and specialists in the field of the sophisticated technology. However, imprudent 

use of digitalization tools can have significant negative social and political consequences. In this regard, the theoretical 

development of this area is an important step towards the harmonization of law with the use of new digital tools. 

 

 

2. Problem Statement 
 

The active development of digital technologies in the framework of e-government and digital society programs 

poses a number of urgent tasks for researchers related to the search for the most effective directions of digitalization in 

terms of the optimal ratio of the effectiveness and cost of these reforms. In the last three years, three main priorities 

have been identified: the development of the financial system through the introduction of transparent and verifiable 

technologies; the improvement of the public administration system and crime prevention.  

And if it is possible to calculate the effectiveness of the first two areas only after 3-5 years, the crime prevention 

using digital technologies shows its effectiveness during the first two years. Many works of both domestic [1, 2] and 

foreign authors [3, 4] are devoted to the use of digital technologies while committing crimes, as well as in the 

framework of their usage for the crime prevention. The researchers pay special attention to the assessment of theft of 

digital assets and legalization of crimes using cryptocurrency, but ignore another important problem – the prevention of 

corruption. Meanwhile, the transparency, accessibility and universality of digital technologies make them as convenient 

as possible for use in the detection and prevention of corruption.  

According to the UNO development program, a 1% increase in the e-government implementation index in 2016 

leads to a 1.17% reduction in corruption [5, 6]. According to the research of the Center for digital technologies and 

financial innovations of MGIMO, there is an inverse connection between the dynamics of the public sector 

digitalization and the corruption crime level: in 2018, in some regions of the country, with an increase in the volume of 

digitalization in the "state – man" sector by 5%, the level of domestic corruption decreased by 3%. Such dynamics is 

noted, in particular, in Moscow and the Republic of Tatarstan. 

 

 

3. Research Questions 
 

According to some experts [7], the introduction of new digital technologies itself leads to a decrease in crime [8] by 

reducing the information deficit, automating processes and limiting the margin of appreciation by state employees and 

intermediaries. For example, the introduction of an automated tax administration in Afghanistan has reduced the margin 

of appreciation by tax officials, with the result that the amount of collected taxes has increased from 250 million to 2 

billion since 2004 [9]. 

In addition, the transparency of public administration provided by digital technologies makes it available for public 

supervision, which, on the one hand, reduces the level of public distrust in the government and makes the system of 

public services available, on the other hand, expands the possibility of expert support by establishing feedback with 

government agencies and allows to clarify official information.  

But despite the obvious benefits of the digital technology to ensure the transparency of the public administration 

system and disclosure corruption offenses, there is no doubt the limited positive effect of this technology is largely 
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determined by the underdeveloped digital infrastructure (lack of broadband Internet, lack of development of online 

services, digital illiteracy of the population, etc.). 

But speaking about the undoubted advantages of digital technologies in preventing corruption, the field of research 

should include those negative consequences that can accompany the digitalization process. Among them are the 

following ones: 

- weak personal data protection systems and vulnerability of databases for hacking using fundamentally new cyber 

attacks, facilitated access to the confidential information by database hacking [8]; 

- absence of an adopted system of responsibility measures for abuses with the new technologies usage;  

- widespread dissemination of false information and lack of effective mechanisms to prevent it; 

- excessive duplication of information in different databases because of the lack of direct channels between them for 

the exchange and verification of data, etc. (in this situation, there is a high risk of the information falsification about the 

corruption facts or overestimation of indicators by their uncontrolled duplication); 

- lack of clear criteria for the technology evaluation (due to its novelty, the introduced technology does not have a 

clear value expression, which significantly increases the corruption risks in public procurement; 

- low development of the digital ethics and culture of new technologies users (In Bosnia and Herzegovina, for 

example, several officials used an electronic registration system to issue fake identification documents [8]; at the same 

time, the regional public administration school has established numerous cases when civil servants used "e-government" 

tools for corruption: a Croatian police officer deleted data on traffic violations from the system for bribing wine and 

fried lamb; Croatian officials registered trucks as cars in the road toll system, the damage from this activity exceeded 2 

million euros per year [10]. 

 

 

4. Purpose of the Study 
 

The aim of the study is to analyze the current situation in the context of the considered issues and identify the main 

functional models of the corruption prevention using digital technologies. The authors also try to assess the 

effectiveness of these models on the basis of the current legislation. 

 

 

5. Research Methods 
 

The main research method is analysis. The analysis is based on sociological methods of processing statistical 

information about the state and dynamics of corruption, as well as a modeling method that allowed to build digital 

models of the corruption prevention, study and assess the effectiveness, as well as propose ways for their optimization. 

 

 

6. Findings 
 

Taking into account the previously identified risks, we considered the most effective solutions for the corruption 

prevention with the use of new digital technologies. Depending on the functionality of technologies, digital models of 

the corruption prevention can be divided into the following groups: 

- ensuring the work transparency of state bodies and the formation of new digital platforms for collecting 

information about the commission of corruption crimes (transparency model); 

- creation of feedback platforms between government agencies and consumers of public services for the rapid 

receipt of data on abuse of officials (feedback model); 

- digital protection for the electronic document flow and public information (open document flow model); 

- assessment of possible corruption risks and digital definition of conflict of interest (digital compliance model); 

- reduction of the margin of appreciation by individuals potentially exposed to corruption (model for automated 

decision-making process); 

- exclusion of a direct contact between the official and the consumer of public services through the direct access to 

public services (direct access model);  

- monitoring the financial activity of people potentially exposed to corruption, members of their families (financial 

monitoring model).  

The public service transparency model has proven itself well at the launch of crowdsourcing platforms [8]. As an 

example, we can take the portal "I Paid A Bribe", which allows users to anonymously report facts of bribery in the 

government agencies (India), as well as the system "Check My School", which allows parents to control the costs of 

schools (Philippines). 

The disadvantage of these platforms is the anonymity of users and the inability to identify them. With such options, 

it is difficult to verify data on corruption crimes. On the contrary, in the case of the identification of applicants, the 

effectiveness of the detection of corruption crimes increases by an average of 60%.  

The feedback model is implemented through the introduction of public information portals [8]. These portals are 

created by government agencies or non-governmental organizations in order to make the information about the work of 
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government agencies publicly available (Argentine portal "Dinero y Politica", containing information about the finances 

of political parties in the country; OpenSpending.org, reflecting the movement of budget funds). The problem of the 

considered model is that the feedback sites are controlled by law enforcement agencies, which means that the 

completeness and quality of the posted information depends only on them. 

The open document flow model based on Blockchain and Artificial Intelligence technologies has a great preventive 

potential. The use of new technologies in the traditional document management allows not only to ensure the movement 

of documents, but also to use the logistics and analytical resources of new networks.  

In March 2019, at the OECD conference, a competition of scientific papers was held where it was found that Big 

Data and Artificial Intelligence technologies can help by detecting corruption [11, 12]. The model for the automated 

decision-making process is also gaining popularity. It involves the collection of legally significant information [13] and 

the adoption of legal decisions on this basis. 

In the framework of the proposed model, an official as a subject of volitional decisions is excluded from traditional 

corruption schemes, and therefore there is no need to pay a bribe. In the framework of the proposed model, the decision 

to issue rare drugs on benefits will not be made by doctors potentially exposed to corruption offenses, but by a system 

based on data on age, health status, etc. In the optimal case, the entire procedure of decision-making and execution 

should be automated through the use of smart contracts. For example, entering data about the dismissal or death of a 

person into a single information system will entail the automatic termination of social and other payments in relation to 

him. But despite the obvious advantages of this model, there are a number of risks associated with the assessment of 

legal consequences of the automatically rendered decisions execution, in particular, the responsibility for wrongful 

decision or errors. 

The direct access model assumes the exclusion of direct contact between the consumer of public services and the 

official making decisions, which significantly reduces corruption risks. The proposed model provides an opportunity for 

any user through his personal account to carry out online operations with documents in real time and track them 24/7. 

Similar experience is already being implemented in Russia. With the approval of the digital program, public authorities 

were the first ones who began to move from paper to digital media.  

In addition, specialized websites and applications have been created, for example, the public services portal, which 

has been operating since 2010 and has been used very successfully. In 2017, the number of registered users of the portal 

increased by 25 million and amounted to 65 million people, and the share of citizens using electronic public services 

increased from 25% in 2012 to just over 64% in 2017 [14]. 

Within the framework of combating corruption, the financial monitoring model has been used quite successfully, 

this model allows analyzing the financial activity of persons potentially exposed to corruption, members of their 

families, both during the period of their respective positions and within three years after their dismissal. 

This system is based on a constantly updated database, which collects and primarily processes personal information 

about these people, primarily financial and property status, information about all banking operations, information about 

payment of fines, housing, loans, taxes and other payments. Each public authority within its jurisdiction defines the 

types of information that will be received for storage in the database. 

The problem, however, is that the proposed model is poorly consistent with the modern system of collection and 

storage of personal information, and in some cases, it is in the open conflict with the rules on the personal life 

protection. In addition, the question of what liability will follow in the case of non-reporting or reporting false or 

incomplete information about the movement of tangible assets is also unresolved. 

 

 

7. Conclusion 
 

The introduction of digital technologies in the system of public administration and anti-corruption policy of 

companies allows achieving a significant reduction in the level of corruption by increasing the transparency of the 

process and ensuring contactless provision of public services. But these advantages of digital technologies are 

minimized by the lack of a universal electronic document management system, the lack of technical and legal criteria 

for the verification of revealed facts and the information security system. It is obvious that the important condition for 

the implementation of the above presented digital models is their consistency with the current criminal, administrative 

and information legislation, as well as with modern methods of combating cybercrimes. 
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