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Abstract. Recent years have witnessed a rapid growth of Artificial Intelligence (AI) in biomedical fields. How-
ever, an accurate and secure system for pneumonia detection and diagnosis is urgently needed. We present the
optimization and implementation of a collaborative learning algorithm for an AI-Enabled Real-time Biomedi-
cal System (AIRBiS), where a convolution neural network is deployed for pneumonia (i.e., COVID-19) image
classification. With augmentation optimization, the federated learning (FL) approach achieves a high accuracy
of 95.66%, which outperforms the conventional learning approach with an accuracy of 94.08%. Using multiple
edge devices also reduces overall training time.

1 Introduction

Efficient and accurate diagnosis of biomedical signals and
images plays a significant role in health care systems
[1, 2]. In the conventional medical system, diagnosis is
managed by doctors or experts. Such procedures usually
take long time, and when there is rapid increase in the
number of patients, the human experts face a big chal-
lenge of working effectively while avoiding medical er-
rors [3, 4]. Particularly, the spread of COVID-19 disease
has shown that a more reliable and fast diagnosis system
is urgently needed [5, 6].

Convolution neural networks (CNNs) have been
widely used in many studies, e.g., speech recognition and
image classification [7–9]. As CNNs show promising per-
formance in feature extraction and representation, they
have become a favourable choice in current biomedical
area [10, 11].

While the aforementioned studies have achieved
promising results, there remain some disadvantages of the
state-of-the-art approaches. First, collection and labeling
of medical data are highly-cost and time-consuming, thus
the size of data set is limited. Besides, due to privacy
concerns of medical data, sharing data among hospitals is
barely possible, which greatly influences the accuracy of
diagnosis. Moreover, the training process is usually slow,
for the reason that it takes time to gather the distributed
data together and performs training on a single machine.

To address these issues, we propose to deploy col-
laborative learning algorithm for AI Enabled Real-Time
Biomedical System (AIRBiS) [12]. Considering the lim-
ited amount of medical image samples, augmentation
technique is used to increase the size of data set. We then
integrate the federated learning (FL) approach [13] into a
CNN. The FL algorithm aims to secure the data privacy
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while accelerating the overall learning process. Addition-
ally, the communication protocol between the aggregator
and clients is implemented.

Our main contributions are: (1) Augmentation tech-
nique on chest X-ray data set is carefully investi-
gated. (2) Implementation and optimization of collabora-
tive/federated learning scheme for AIRBiS system. (3) A
client-server protocol for real application of FL on pneu-
monia is studied.

Figure 1. AIRBiS Overall Organization: Chest X-ray images
are diagnosed by a automated system and results are then
shown on an interactive user interface [12].

1.1 AIRBiS Overview

Fig. 1 shows the AIRBiS high-level view. The system
aims to build an automatic pneumonia detection and di-
agnosis system to achieve highly efficient and accurate
performance. In the detection process, CNN is used on
chest X-ray images to predict whether a chest is "normal"
or "abnormal." If the prediction result shows "abnormal,"
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the diagnosis process gives a detailed analysis of the dis-
ease. The system consists of a CNN-based detection plat-
form, user interface, and AI hardware that helps accelerate
the inference process. The present study is a part of the
AIRBiS project and focuses on the detection procedure’s
training process.

2 Collaborative Learning

In this section, we present a detailed description of the
implemented federated learning procedure together with
an augmentation technique and the client-server protocol.
Federated Learning [14] is a machine learning approach
that trains using local data residing across multiple edge
nodes or clients without transferring the data.

2.1 Federated Learning (FL) Procedure

In the FL architecture, each hospital or clinic acts as a
client. Each client shares and updates the local model
via an aggregator, as shown in Fig. 2. The FL algorithm
mainly consists of the following five steps:

Figure 2. Federated Learning Overview. The computers rep-
resent the systems residing in hospital facilities which act as
edge devices to perform the training process. The aggregator
collects and updates the models.

1) The global model MG is initiated by the aggregator.

2) The model is sent from the aggregator to the clients:

MCi ← MG (1)

where MC denotes the local model, and i denotes the
identification (ID) of the client.

3) For each local model, the parameters are updated
during training using the local data set:

wi ← wi − η
δError
δwi

(2)

bi ← bi − η
δError
δbi

(3)

where w and b denote the weights and biases of the
model respectively, and η is the learning rate. Error
denotes the cost function.

4) All the trained models are uploaded from clients to
the aggregator. Also, the aggregator is informed of
the size of data on each node.

5) The aggregator collects all local models, resulting in
an updated global model:

w←

K∑
i=1

ni

n
wi (4)

b←
K∑

i=1

ni

n
bi (5)

where n denotes the total amount of data sets, ni de-
notes the number of data on client i, and K is the
total number of clients.

Steps 2 to 5 should be repeated multiple times until
the model converges and performance stops improv-
ing after a number of rounds.

2.2 Real-time Augmentation

When the number and quality of training data increase,
the performance of the CNN model also increases [15].
Data augmentation helps increase the training data size
by creating modified versions of the existing data. How-
ever, for FL system, the local participants’ storage space
might not be enough. Due to this reason, a real-time aug-
mentation needs to be applied on the client side. The
Real-time augmentation means the augmented images are
created dynamically and only produced during training,
which will not be stored on the client side afterward. Thus,
the clients’ data can be increased while making no changes
to the local data.

2.3 Client-Server Protocol

In this study, the socket programming is used. On the
client side, the server IP address and port must be speci-
fied in advance. On the server side, if clients’ IP addresses
are recorded beforehand, the server can decline the clients
that are not in the list. Fig. 3 illustrates the FL protocol for
multiple clients.

Figure 3. FL Protocol for Multiple Clients.

*Note: For efficiency, the connection initialization for both the server and
clients should start at the same time, which can be done using scheduling.
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The detailed communication process is as follows:
s1 - Initialize a global model

- Create and bind the socket to an IP address
(of the server) and port number
- Listen for the connections

c1
- Create a socket and connect to the server
(indicate server IP and port number)

c2 - Request to join or connect to the server
s2 - Accept the incoming connections
s3 - Send the global model to the clients

c3
- Accept and train the model using client’s
local data

c4
- Send the locally trained model (and data size)
to the server

s4 - Accept the data from clients

s5
- Aggregate and update local models to
a global model
- Evaluate the model: If it reaches threshold
accuracy (e.g., 90%), save the model and also
send the model and "Done" message to the clients
and stop. Otherwise, repeat from step s2

c5
- Receive the new global model and stop if
“Done” message is included, otherwise, continue
the training

In order to handle multiple incoming connections from
clients at the same time, multi-threading execution is used
on the server. We use scheduling to start initialization for
both server and client side. This reduces resource con-
sumption on the server side because the server does not
have to always be running to wait for the clients.

As shown in Fig. 3, suppose that the training time on
client 1 and client 2 is different, thus the server will also
receive the local models at different time. One solution to
this synchronization problem is to compare the the number
of clients connecting at step s4 and the number of clients
that have joint at step s2. The number of clients at step s2
will always be greater or equal to the number of clients at
step s4:

N s2
r ≥ N s4

r (6)

where N denotes the number of clients, and r denotes the
round number. Once all clients’ trained models have been
received, the server will start the aggregation task.

To ensure the efficiency of the protocol, the timeout
setting is used to alleviate late response. If one client’s
connection has timeout at step s4, the server will disregard
that client in that round.

The server has to wait for all clients’ response. A same
timeout is set for all clients. Server side’s timeout is the
sum of training time and transmission time:

Ts = Tct + Ttr (7)

where Ts denotes the timeout for server, Tct is the aver-
age training time taken by clients, and Ttr denotes the data
transmission time.

The clients, on the other hand, have to wait for server
response. The client side’s timeout is less than or equal
to the sum of the aggregation time, transmission time, and

the server timeout:

Tc ≤ Ta + Ttr + Ts (8)

where Tc denotes the timeout for clients, Ta is the aggre-
gation time,
The other perspective of the protocol is shown in Fig. 4,
which summarizes the entire communication process.

3 Evaluation

3.1 Evaluation Methodology

We collected the chest X-ray image data set from two
sources [16, 17]. The data set contains two categories: nor-
mal (healthy) and abnormal (afflicted with many types of
pneumonia including COVID-19). As shown in Table 1,
there is an unbalanced size between normal and abnor-
mal data. We noticed that for different chest X-ray im-
ages, the position of lung and the contrast of image varied.
Therefore, we applied fixed augmentation of contrasting
and shifting to the normal data.

Training set Testing set

ABNORMAL pneumonia 3875 390
COVID-19 400 68

NORMAL original 1341 234
augmented 2934 -

Total 8550 692

Table 1. Chest X-ray Data Sets.

We considered five clients, and the data set was allo-
cated equally to each client. The number of epochs and
batch-size were tuned in the experiments. Moreover, a
real-time augmentation of zooming was used during train-
ing. Zoom augmentation resizes the key area of the chest
X-ray images, thus the features can be better extracted.
The data produced by real-time augmentation was not
stored on the client side after training, which was a coun-
termeasure against limitation of client’s storage space.

The CNN model’s architecture in the experiment is
presented in Table 2. Adam optimizer is used on batch
data set. A rectified linear unit activation (ReLU) func-
tion is applied after each convolutional layers. Sigmoid
function is used at the last fully-connected layer for binary
classification.

Layer Input Output
Conv1 (64,64,3) (62,62,32)

Max-pool1 (62,62,32) (31,31,32)
Conv2 (31,31,32) (29,29,32)

Max-pool2 (29,29,32) (14,14,32)
Conv3 (14,14,32) (12,12,32)

Max-pool1 (12,12,32) (6,6,32)
FC1 1152 128
FC2 128 1

Table 2. CNN Model for Evaluation
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Figure 4. Communication process between the server and clients. The dotted lines represent the message exchanged between
the server and clients, while the solid lines correspond to the internal process. The "Done" message is created only when the
test accuracy exceeds a satisfactory threshold.

3.2 Evaluation Results

For FL implementation, we conducted two evaluations.
Firstly, we compared the performance with and without
real-time zoom augmentation from 1 client’s data to total
5 clients’ data. Secondly, we compared the impact of using
different number of epochs and batch size. Among these
results, the setting that achieved best accuracy was used to
compare with the conventional learning approach.

As shown in Fig. 5, training on a single node us-
ing real-time augmentation outperforms the collaborative
learning without real-time augmentation. Besides, the ac-
curacy increases when more clients join the learning pro-
cess. As illustrated in Fig. 6 and 7, when training on the
client side, using more training epochs or smaller batch
size leads to fewer rounds of communication. The averag-
ing method of the collaborative learning scheme achieves
competitive performance compared to the conventional
approach as shown in Fig. 8.

Figure 5. Performance of collaborative (FL) with and with-
out real-time zoom augmentation. The real-time augmenta-
tion increases accuracy of the model.

4 Discussion

The collaborative learning approach has shown satisfac-
tory performance for chest X-ray image classification.

Figure 6. Performance of FL with different number of
epochs. Running more epochs in each round leads to faster
convergence.

Figure 7. Performance of FL with different batch-size. The
training contained 5 epochs in each round. Smaller batch
size resulted in more number of batch, which leads to faster
convergence.

With the real-time augmentation in the training stage, the
performance of the training process was significantly im-
proved. In the FL scheme, the model instead of raw data is
exchanged, which not only protects the data privacy and
speeds up the communication. The simple CNN archi-
tecture greatly reduces training time and communication
delay.
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Figure 8. Comparison between the collaborative (this work)
and conventional learning approach. Both uses the same data
and training parameters.

In our experiments, the data is independent and identi-
cally distributed (IID). In practice, however, for the reason
that the amount and healthy status of patients vary in each
hospital, local data sets may have different characteris-
tics, leading to not independent and identically distributed
(non-IID) type of data. Moreover, different training time
at each client side remains a challenge for the server to
coordinate.

When data is equally distributed, FL can be consid-
ered to be a map-reduce distributed processing scheme.
Though, map-reduce goal is to reduce the training time
using parallelism, which is one of the characteristics of
FL.

5 Conclusion and Future Work

In this paper, we have implemented a collaborative learn-
ing approach in CNN implementation for pneumonia im-
age detection. We applied the augmentation technique
to the federated-learning scheme, achieving high accu-
racy for a binary classification task. The accuracy re-
sults are very competitive compared to the conventional
approaches, while data privacy is also preserved.
Future work is to optimize the communication protocol,
investigate other learning approach using non-IID data
over real-world experiments.
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