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Abstract. In the context of the digital economy, one of the main directions 

for the development of the human environment is the digital transformation 

of cities. Digital platforms in the field of urban infrastructure are a key 

instrument for digitalizing territories. The paper substantiates that the 

transformation of urban infrastructure is an important trend in the 

development of territories, and also describes the benefits that can be 

obtained through the introduction of digital technologies into the human 

environment. As a result of the study, the issues of integration of physical 

and digital infrastructure of cities were assessed and it was concluded that 

the functioning of digital platforms is based on the establishment of 

interconnections between infrastructure objects and data storages through 

information and communication technologies. The prospects of introducing 

the Internet of Things into the urban infrastructure as a way to improve the 

process of interaction of all elements of the human life environment during 

the implementation of digital platforms are also considered. 

1 Introduction  

According to UN estimates, by 2050 the world’s population will reach 9.7 billion people, 

which is 2 billion more than the current level [1]. Moreover, an increase in the share of the 

urban population is projected, which will undoubtedly lead to an increase in the load on urban 

infrastructure, which is not designed for such a high population and density of residence. One 

of the perspective directions of improvement of territories is the implementation of digital 

technologies in all aspects of the activity of the city that in total will lead to the transformation 

of the environment of human life. In our opinion, the development of the practice of the use 

of digital platforms as instruments of improvement of the environment of life is a key element 

of the process of digitalization of the cities. 
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2 Materials and methods  

Currently, as a result of the fourth industrial revolution, there is a spread of such most modern 

technologies as the Internet of Things, cloud storage and data processing systems, blockchain 

[2], unmanned vehicles, augmented and virtual reality, etc. [3]. Moreover, a further reduction 

in the need for routine work previously performed by people will be based on artificial 

intelligence and machine learning, which will not only speed up the process of producing 

goods and providing services, but will also become the basis for making informed decisions 

in the field of territory management [4].  

Cisco foresees that the potential benefits from digital transformation of cities by 2024 

could amount to USD 2.3 trillion, with 48% coming from the formation of a qualitatively 

new labor market and the improvement of processes related to the functioning of 

organizations [5]. Urban services account for 18% of the total potential benefits, security - 

11%, transport systems - 8%, comfort of life in cities - 6%, urban development management 

- 3%, the formation of open data - 2% [5]. 

It is already recognized today that the digital transformation of cities is based on the 

interdisciplinary interaction of specialists in the field of architecture, urban planning, 

construction, transport, information and communication technologies, utilities, sociology, 

public finance, ecology, political science, advertising [6]. Such cooperation allows to develop 

the digital systems comprising the digital platforms (ecosystems) based on processing of a 

set of operations, data, inquiries of users, estimates of the rendered services, etc. integrated 

among themselves. Despite the absence in the scientific community of a unified approach to 

the definition of a smart (or digital) city [7, 8], in general, this concept includes the 

development of the living environment in such areas as territorial management, technology, 

economy, environment, infrastructure (transport, energy, utilization of household waste, 

housing and communal services), health care, education, safety [9]. The integration of these 

areas within digital platforms and, as a result, the aggregation of data on the functioning of 

the territory and their analysis will allow, based on the adoption of qualitatively new 

decisions, to reduce the number of crimes by 30-40%, save 30-300 more people per year (by 

5 million population), to achieve 15-30 minutes of saving time for moving around the city, 

to reduce the volume of water consumption per person per day by 25-80 liters, to increase 

the response speed of emergency services by 20-35% [10]. 

3 Results 

The main trends in the development of urban areas in the context of the digitalization of the 

human life environment are increasing the mobility of the population through the introduction 

of intelligent transport systems, the formation of big data on the functioning of the city, the 

ubiquity of gadgets and the Internet, as well as the development of digital services that can 

meet all the requirements of modern society [11]. As a result of the use of digital 

technologies, it becomes possible for the emergence of such areas of urban development as 

smart factories, smart homes, distributed consumption, energy-saving practices, e-commerce, 

digital calculations, as well as the prevention of situations that negatively affect the safety 

and comfort of the living environment [12]. 

One of the difficulties accompanying the process of city transformation on the way to the 

formation of digital platforms is the impossibility of integrating digital and physical 

infrastructure into a single system. Nevertheless, digital platforms cannot exist in isolation 

from the existing infrastructure of the territory, since they are designed to simplify the 

interaction of residents, organizations, and authorities, and not replace the existing life 

processes of the city. The smart city infrastructure can be divided into physical (hard) and 

non-physical (soft), which cannot function efficiently without integration with each other 
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(Fig. 1). While the physical infrastructure performs the functions of transmitting and storing 

data, the non-physical (or digital) is responsible for processing information through various 

services, applications, terminals, and devices.  

 

Fig. 1. The process of functioning of the infrastructure of a smart city [11]. 

We can say that the digital platform is the central link of the smart city, through which 

the interaction of various services and applications used by the population with the 

infrastructure of the territory is carried out [13]. Moreover, the exchange of data is two-way, 

since, on the one hand, information enters the digital platform, and on the other hand, the big 

data stored on the platform serves as the basis for improving the physical infrastructure. Thus, 

the process of circulation of information within the territory can be characterized as 

continuous data flows between physical and digital infrastructures. 

Accordingly, the key trend in the development of the living environment in the digital 

economy is to ensure efficient, fast, uninterrupted, and safe interaction of the territory’s 

infrastructures with a single digital platform or its individual systems that correspond to the 

specifics of a particular sphere of life. It is recognized that in order to collect information 

about the city in real time, it is necessary to form sensor networks based on the use of 

available mobile devices [14], introduce radio frequency identification (RFID) technologies, 

photo and video cameras [15]. As a result, the data goes to processing centers capable of 

analyzing such huge amounts of information [16], which is further used to improve the data 

collection process and develop new technologies. Thus, the formation of digital platforms is 

based on the transformation of the physical infrastructure of territories, which requires the 

simultaneous introduction of digital technologies in all areas of digitalization of cities. 

4 Discussion 

The Internet of Things is the most perspective technology allowing to integrate the physical 

and digital infrastructures of the urban environment into the digital platform. This technology 

is based on combining disparate elements (devices) into a single interaction environment in 

order to achieve common goals [17, 18]. It is important that the connection to the Internet of 

Things network should be available from all devices, as well as the opposite - the use of each 

device should allow to connect to the interaction network [13].  

The Internet of Things can be used in the field of traffic regulation, monitoring of utility 

networks, urban lighting, management of the waste collection and disposal system, 

environmental control, and public safety [19]. 
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At present, the attention of the scientific community is paid to the issues of standardizing 

the interaction of devices of the Internet of Things with each other, organizing its structure, 

but the large-scale implementation of this technology in the entire urban infrastructure is still 

a difficult and unsolved problem [20].  Organization of the Internet of Things network in a 

smart city requires the fulfillment of the following conditions [21]: 

 Ensuring consistency between heterogeneous IoT devices through standardization.  

 Data collection needs to be done in real time, and data warehouses need to be able to receive 

this amount of information. 

 The flexibility of the Internet of Things network can be achieved by introducing separate 

microservices for each process [22], which will allow maintaining the stability of the network 

both in the event of failure of individual network elements and in general in an unstable 

external environment with constantly changing conditions.  

 Raising the awareness of device users about the conditions for collecting and transferring 

data, as well as developing the practice of analyzing user experience in order to improve the 

services offered.  

5 Conclusion 

Thus, the introduction of digital platforms in the field of urban infrastructure transformation 

is one of the most promising areas for the development of the human environment in the 

digital economy. The key problem of digitalization of territories is the complexity of the 

process of integrating physical and digital urban infrastructure. In our opinion, overcoming 

this barrier to the digital transformation of the living environment is possible through the use 

of the Internet of Things technology, since it is precisely as a result of the complex integration 

of all elements of the urban infrastructure that it becomes possible to form a digital platform 

that acts as the central link in the functioning of the territory in the digital economy. 

 
The article was written as part of the work on the Grant of the President of the Russian Federation МК-

462.2020.6. 
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