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Abstract. The purpose of the study was to develop theoretical and methodological background and to make
practical offers for solving the problem of financial and economic security management of critical infrastructure
in terms of personnel and strategic aspects. The list of reasons and circumstances of necessity of maintenance
of financial and economic security of objects of critical infrastructure and its management is established. The
definition of financial and economic security of a critical infrastructure object is offered. The peculiarities
of the interpretation of the concept of financial and economic security for the needs of critical infrastructure
are summarized. Two levels of financial and economic security management of critical infrastructure objects
are distinguished – state (external) level and internal level – and an explanation of the differences in financial
and economic security management at each of them is provided. The risks caused by quarantine restrictions
for the state of financial and economic security of critical infrastructure objects have been identified. As a
main result of the study the TARGET model for strategic management of financial and economic security of
critical infrastructure objects is proposed. Practical value of the proposed in the study TARGET model for
strategic management of financial and economic security of critical infrastructure objects – it will be the basis
for developing strategic documents for stabilizing and further developing and maintaining high functionality
of critical infrastructure of Ukraine. As an additional result of the study proposals on the basics of personnel
policy formation for the need to ensure financial and economic security of critical infrastructure objects in
a global pandemic and quarantine restrictions are made. The novelty of proposed personnel policy is in a
fact that it contains such modern components as staff training; employee incentives; overcoming resistance to
change; staff involvement in solving various issues; staff discipline; leadership, partnership and teamwork; time
management and self-management; staff safety, staff digital literacy.

1 Financial and economic security of
critical infrastructure as a management
object

An important problem of national security and defense of
the state is to ensure a high functional state of the critical
infrastructure of the country, which is based on efficient
and continuous operation of economic entities. Vectors
of research of modern scientists and practitioners should
be directed to the development of innovative management
tools, new technologies of management solutions to en-
sure economic security of business structures to stabilize
the critical infrastructure of the state in the transformation
of classical business practices caused by Industry 4.0 and
globalization. It is also necessary to take into account in
this process the latest non-traditional risks posed by the
epidemiological situation in Ukraine and in the world, in
particular, and those of their species that are provoked by
quarantine restrictions.
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1.1 The need to manage the financial and
economic security of critical infrastructure

According to the draft regulation acts, “the object of criti-
cal infrastructure defined in the manner prescribed by law,
a component of critical infrastructure, functionality, conti-
nuity, integrity and stability of which ensure the realization
of vital national interests” [1]. In the context of exacer-
bation of the epidemiological situation, the continuity of
action of the critical infrastructure objects was threatened,
which created risks not only for their financial and eco-
nomic security, but also for the security of the state and
the population as a whole

In order to target efforts to develop modern directions
and concepts of financial and economic security manage-
ment of critical infrastructure objects, in particular, at the
state level, to establish opportunities for their financial
support, etc., it is important to determine their list. At the
legislative level, it is proposed to consider the objects of
critical infrastructure as “enterprises, institutions, organi-
zations, regardless of ownership, which:
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1) carry out activities and provide services in the fields of
energy, chemical industry, defense industry, transport,
information and communication technologies, elec-
tronic communications, in the banking and financial
sectors;

2) provide services in the spheres of life support of the
population, in particular in the spheres of centralized
water supply, centralized drainage, supply of thermal
energy, hot water, electricity and gas, food production,
health care;

3) included in the list of enterprises of strategic impor-
tance for the economy and security of the state;

4) are subject to protection and defense in a state of emer-
gency and a special period;

5) are objects of increased danger;

6) are objects of national importance, extensive connec-
tions and significant impact on other infrastructure;

7) are objects, the dysfunction of which will lead to a cri-
sis situation of regional importance” [1].

Thus, the list includes business structures of various
sectors of the economy, those objects, the shutdown of
which may actually destabilize the state of the national
economic system or lead to increased social tensions, hu-
manitarian or man-made disaster. Obviously, the quaran-
tine restrictions, in particular regarding the temporary sus-
pension of activities, will not directly apply to such fa-
cilities. At the same time, the efficiency of their opera-
tion is directly affected by the suspension of the rest of
the business structures, the transport system, which ensure
and mediate the performance of critical functions by ob-
jects of critical infrastructure. It is in this context that the
issue of ensuring financial and economic security should
be addressed, because it is the system tools that character-
ize risks and minimize the consequences of the impact of
threats that should be used in such conditions in the first
place.

Continuity of financial transactions and financial ser-
vices plays an important role in maintaining the normal
state of the financial system of the country, the functioning
of business and the well-being of the population. There-
fore, the regulatory acts specifically state that “critical in-
frastructure in the banking system of Ukraine includes
banks, the sustainable operation of which ensures the sta-
bility of the banking system, is essential for the economy
and security of the state, the functioning of society, and
which are of significant public interest. In particular, these
are: National Bank; banks that meet at least one of the
following criteria: a bank that is included in the list of sys-
temically important banks; a bank that is included in the
list of banks of Ukraine authorized to operate (carry out
operations) during a special period; a bank in which the
state directly or indirectly owns a share of more than 75
percent of the authorized capital of the bank” [2].

Awareness of the importance of maintaining an ade-
quate level of security of critical infrastructure objects is

reflected in the specification of the definition of this con-
cept at the level of government as such a state of “security
of critical infrastructure, which ensures the functionality
and continuity of its work and / or ability to provide basic
services” [3].

Given the importance of continuous and efficient oper-
ation of economic entities belonging to the list of critical
infrastructure objects, the state of their financial and eco-
nomic security is a characteristic that requires close con-
trol, monitoring and maintenance at a high level through
rational and timely management actions by the manage-
ment of such companies, and by public authorities through
the tools of legal regulation.

The need to manage the financial and economic se-
curity of critical infrastructure objects is explained by the
following circumstances and reasons:

• influence – economic and financial stability of economic
entities that form the structural framework of the na-
tional economic, industrial, defense systems determines
the functional capacity of the national economy as a
whole;

• strategic importance – the state of financial and eco-
nomic security of the subject is the starting point, the
zero hypothesis for determining the strategic guidelines
of its development in the future; at the same time, the
condition of critical infrastructure is crucial for eco-
nomic foresight within the development of the national
strategy of the state;

• autonomy – critical infrastructure must be economically
and financially independent if not from public authori-
ties, given their special status, but at least from market
business structures in order for their activities to be fully
aimed at meeting national interests and not the desires
and needs of certain groups of stakeholders;

• specifics – critical infrastructure objects must demon-
strate the peculiarities of building their own systems
of financial and economic security, for example, in the
context of organizing the protection of information re-
sources, which often have the status of state secrets or
information with limited access; for such objects, it may
be inadmissible to disclose information about their own
financial condition or sources of income, existing con-
tracts, which may be necessary to obtain investments or
loans; such specific aspects significantly reduce the ca-
pacity of some critical infrastructure facilities to attract
additional financial resources, leaving them the only op-
portunity to rely on public funding for their activities;

• time constraints – given the need for continuous opera-
tion of critical infrastructure objects, they need to have
a sufficient supply of resources, especially material and
financial, to ensure the permanence of operational busi-
ness processes, which in a low level of financial and eco-
nomic security will be difficult guarantee.

Concretization at the normative level of the concept
of security of a critical infrastructure object indicates the
need to clarify the content and essence of the category of
financial and economic security of such an object.
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1.2 Principles of financial and economic security
management of critical infrastructure objects

Scientists have long been discussing the problems of sup-
porting the continuous operation of critical infrastructure.
Thus, we find interest in the outlined issues in the publi-
cations of researchers such as Cristina Alcaraz and Sher-
ali Zeadally [4], Razieh Mosadeghi, Russell Richards and
Rodger Tomlinson [5], Georgios Giannopoulos, Roberto
Filippini and Muriel Schimmer [6], David Rehak, Pavel
Senovsky and Simona Slivkova [7], Grangeat Amélie,
Bony Aurélia, Lapebie Emmanuel, Eid Mohamed and
Dusserre Gilles [8], Christer Pursiainen [9]. Problems of
financial and economic security management are solved
by such scientists as Alina Ianioglo and Tatjana Polajeva
[10], Lars Osberg and Andrew Sharpe [11], Valeriu Ioan-
Franc and Marius Andrei Diamescu [12], Kurt Schim-
mel, Sifeng Liu, Jeananne Nicholls, Nicholas A Nech-
val and Jeffrey Yi-Lin Forrest [13], Emanuel Kopp, Lin-
coln Kaffenberger and Christopher Wilson [14], Marek
Kośny and Maria Piotrowska [15], Jacob S. Hacker, Gre-
gory A. Huber, Austin Nichols, Philipp Rehm, Mark
Schlesinger, Rob Valletta and Stuart Craig [16], Ja-
cob S. Hacker, Gregory A. Huber, Philipp Rhem, Mark
Schlesinger and Rob Valetta [17], Stefano Bistarelli, Fabio
Fioravanti, Pamela Peretti and Francesco Santini [18], Ja-
cob S. Hacker, Gregory A. Huber, Austin Nichols, Philipp
Rehm, Mark Schlesinger, Rob Valletta and Stuart Craig
[19], M. Eric Johnson and Eric Goetz [20], Miles Kahler
[21]. Ukrainian researchers are also making successful at-
tempts to study the country’s critical infrastructure man-
agement issues, in particular, [22]. As a separate area
of research on financial and economic security at the mi-
cro and macro levels has become issues of risk manage-
ment, which can be traced in the publications of such sci-
entists as Brian J. Allen and Rachelle Loyear [23], Alison
Wakefield [24], Ryan McCormack and Albert Lord [25],
Matthias Dehmer, Silja Meyer-Nieberg, Goran Mihelcic,
Stefan Pickl and Martin Zsifkovits [26].

If from the functional plane – the study of financial
and economic security subsystems and their condition –
to move to the species parameter, the field of view of sci-
entists in the field of security often includes such critical
infrastructure as financial institutions, especially banks. It
should be noted that this study also began with the sci-
entific interest of its authors to the problems of economic
security of various types of financial institutions [27, 28].

Since the objects of critical infrastructure at the state
level include strategically important enterprises of differ-
ent types of economic activity, banking institutions, etc.,
the definition of financial and economic security, proposed
for many years by researchers for different types of eco-
nomic entities, may be more or less suitable for use for
these specific objects. However, it is worth considering
the question of clarifying the concept of financial and eco-
nomic security through the prism of the definitions pro-
posed for business structures, because for the latter the
purpose of the economic security system is to form such
an internal environment that can provide its competitive
advantages with minimal risk and threats to the loss of

economic viability in the long run, while the priority of
critical infrastructure objects financial and economic se-
curity should be to ensure a high level of protection of re-
sources of such structures and support their effective use to
achieve the necessary social effect, ensuring the viability
and activity of related industries, finance, social spheres,
national defense. Making a profit for critical infrastruc-
ture should be a secondary task compared to meeting the
needs of stakeholders related to their work.

Even those definitions of financial and economic secu-
rity that we have found in the scientific sources and which
can be used to assist in performing the tasks of this study
have a large number of shortcomings. That’s why we can
not call them universal and give them the status of classi-
cal definitions and use them to explain the core of finan-
cial and economic security of critical infrastructure. For
example, interpretations that explain the core of financial
and economic security through a category of “state” are
criticized because of the fact that in a changing, risky en-
vironment, maintaining a certain state of resources or eco-
nomic opportunities or characteristics requires a number
of dynamic action by company management, which makes
such a state volatile, changeable, but not “fix” it. There-
fore, some parameters should be added to the concept of
financial and economic security in a “state”, plane which
characterize it at that particular moment in time, when the
level of financial and economic security is assessed and
experts conclude whether in the state of security or, con-
versely – danger – the business entity is.

We believe that the financial and economic security of
critical infrastructure should be considered a set of finan-
cial and economic conditions that are created by making
management decisions on the formation of economic re-
sources of the entity, areas of their preservation and use
within the main, financial, investment and other activities
in order to ensure the continuity of the functioning of the
structure and the timely implementation of the tasks of its
existence in the architecture of the critical infrastructure of
the state.

Given that the objects of critical infrastructure differ
in the so-called level of criticality – that is, fall under a
certain gradation of importance for the state of national
security and sustainability of economic development, we
propose to highlight certain characteristics of their finan-
cial and economic security table 1.

In the course of any enterprise, institution or organiza-
tion, financial and economic security should be recognized
as an object of management. Only in this case, the man-
agement of the entity will cease to consider financial and
economic security as a result of external and internal en-
vironmental factors that partly determine and partly affect
the results of its activities, and realize the need and abil-
ity to influence the results of economic and financial risks.
Bobro offers to put the task of the object‘s security protec-
tion on the government forces or on the top-management
of the business structure – depending on the level of “criti-
cality” of this object for the national security [29]. Thus, it
is advisable to distinguish two levels of management of fi-
nancial and economic security of critical infrastructure ob-
jects – public, state, governmental (external) and internal.
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Table 1. Features of the concept of financial and economic
security of critical infrastructure

Level of
impor-
tance

Core of financial and economic security
essence

National
level

Financial and economic security as a manda-
tory condition for stable functioning of the
economic system of the country and for keep-
ing of the proper state of national security

Industry
level

Financial and economic security as a situa-
tion of supporting the proper level of finan-
cial and economic capabilities and the level
of functionality of the object of critical infras-
tructure, giving the possibility to contribute
to the stabilization and development of the
industry through the mechanisms of efficient
use of available resources in the face of exter-
nal and internal risks, threats and challenges
to this process performance

Regional
level

Financial and economic security as a set of
conditions for the continuous functioning of
the economic system for achiving the goal of
receiving economic or social effect in the sur-
roundings, full of risks, for the purpose to en-
sure the sustainability of economic entities re-
lations in the region

Local
eco-
nomic
or social
system
level

Financial and economic security as an avail-
ability of the necessary amounts of financial
and economic resources and opportunities for
their effective use, taking into account the ex-
isting risks and threats and the possible con-
sequences of their manifestation to maintain
the viability and ensure the proper conditions
for the future development of the system

Internal level – a set of management decisions aimed at
maintaining financial and economic security through plan-
ning, organization, coordination and control of actions to
form the resource provision of the business entity and pre-
vent threats to the continuity of this process. External
(state) level – a set of administrative, control and super-
visory measures to maintain the state of financial and eco-
nomic security, formed on the object of critical infrastruc-
ture or to initiate actions to improve it in the short and long
term through advisory, support or enforcement actions in
the direction of operation of the critical infrastructure ob-
ject.

2 Risks caused by quarantine restrictions
for the state of financial and economic
security of critical infrastructure objects

The main risk posed by quarantine restrictions for all busi-
nesses without exception is the forced cessation of their
operation, for example, during a period of lockdown an-
nounced in the country. At the same time, we should not
forget that the concept of risk is dualistic, ie, in addition
to a purely negative result that may have a risk to the en-

terprise, organization and institution, risk is also an oppor-
tunity for qualitative change, transformation, moderniza-
tion of their organizational and business processes. Thus,
the transformation of risks in the system of financial and
economic security of economic entities into indicators and
catalysts for qualitative change – is an important modern
task of security professionals.

Ivanenko offers several stages of risk management that
can be recommended for use in the context of financial
and economic security management of critical infrastruc-
ture objects. These are such stages as: “identification of
risks as a process of their recognition and description; risk
analysis, which involves understanding the nature of risk
and determining its level; risk assessment, which involves
comparing the results of risk analysis with the criteria for
determining whether the risk is acceptable or not accept-
able” [30]. At the stage of this scientific study, we will
try to identify the risks caused by quarantine restrictions,
and currently have a negative impact, or in the future may
cause it for the state of financial and economic security of
critical infrastructure objects:

• diseases of employees (lack of replacement, downtime
of equipment, shutdown of business processes, the need
to involve outsiders to ensure the continuity of the work
process);

• transport and logistics problems (supply disruptions, de-
layed delivery of necessary materials, personnel delays
to the workplace, the need for additional costs for the
organization of transportation of personnel to the place
of work);

• non-fulfillment of contractual obligations (the need to
cease operations during the lockdown causes a breach
of contract by companies that must comply with gov-
ernment decisions and stop work; for critical infrastruc-
ture objects this may mean an increase in receivables
and payables, breaks in chains supply, loss of customers
and partners, the need to find financial and economic al-
ternatives to maintain their own economic viability);

• reduction of the number of orders, refusal of previous
agreements on the purchase of products or services due
to their loss of relevance during the quarantine period;

• difficulty or inability to work with foreign partners and
counterparties due to quarantine restrictions by both (or
more) countries whose entities are involved in the pro-
cess of such cooperation.

New risks, threats and challenges for critical infras-
tructure objects activities update the search for new ap-
proaches to managing their financial and economic secu-
rity.

3 Features of financial and economic
security management of critical
infrastructure objects during quarantine
restrictions

As already noted, the biggest risk of quarantine restric-
tions for critical infrastructure objects and for the state as
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a whole is the termination of their activities, not due to the
decision of the authorities, given the strategic importance
of such facilities, but the impossibility of its continuation
due to downtime of partners, contractors, etc. Given this,
an important vector of financial and economic security
management in such conditions should be strategic man-
agement, as to determine the potential goals and bench-
marks of economic activity in force majeure, is a difficult
but necessary management task. Management also needs
close attention to the organization of the personnel security
system, as most of the risks associated with the epidemi-
ological situation or the source of its origin are connected
with a person who can get sick, and this fact will affect
the level of intellectual and, ultimately, economic secu-
rity of the business entity, or the impact of other possible
threats, intensified by quarantine and lockdown, will re-
duce staff efficiency (e.g., lower family budget incomes,
higher health care costs, the need to spend time caring for
children and elderly relatives, etc.).

3.1 Strategic management of financial and
economic security of critical infrastructure
objects during quarantine restrictions

Traditional approaches to strategic management of finan-
cial and economic security of economic entities are found
in numerous publications, for example, [31, 32]. Deeply
respecting the opinions of reputable scientists, however,
we believe that the paradigms of strategic management in
general and financial and economic security in particular
in today’s economy, given the trends of Industry 4.0 and
the epidemiological situation in the world, require revision
and modernization. In our opinion, strategic management
should be organized according to the TARGET model fig-
ure 1.

We will provide some explanations on the essence of
the proposed model. Thus, in our opinion, it is neces-
sary to reconsider the very essence of the strategic man-
agement process in the context of the time parameter. In
the current conditions in Ukraine, to anticipate the com-
pany’s actions even for one year is a strategy! Strategic
management must be transferred from the plane of time,
when strategy means one thing – a long-term vision of the
company’s development, into the plane of goals. That is,
the strategy is the goal or goals to be achieved, the means
and tools to achieve them, and the time interval for which
it must be done may change depending on the factors and
circumstances that accompany the activities of the enter-
prise. Thus, the strategic management of financial and
economic security of critical infrastructure should be im-
plemented not in terms of time, but in terms of objectives.
However, if the factors and risks of the external and in-
ternal environment of the enterprise and their impact are
sufficiently predictable, then the time parameter can be di-
vided into short-term, long-term, medium-term. Foresight
means the importance of trying to predict developments as
one of the tasks of strategic management of financial and
economic security.

The goals set by the financial and economic security
system of the enterprise manager must be agreed with the

Figure 1. TARGET model for strategic management of financial
and economic security of critical infrastructure objects

interests of different categories of stakeholders, and also
should be measurable, achievable and rational from the
standpoint of available resources (primarily financial, hu-
man, material, informational). Governance (management
(supervision, leadership, subordination)), as already men-
tioned, should be carried out at two levels – internal and
external, but the proposed model is not a level one, it used
a subjective approach – and identifies the main actors in-
fluencing the process of strategic management of financial
economic security. For critical infrastructure objects, their
list includes: state bodies (supervision, control, monitor-
ing), owners (in the case of state-owned enterprises, these
two groups coincide – coordination of strategies), enter-
prise management (planning, organization, implementa-
tion and control of strategic tasks), stakeholders (multi-
faceted influence on the formation and implementation of
strategies for financial and economic security to meet their
own interests and within available capabilities).

5

SHS Web of Conferences 107, 02002 (2021) https://doi.org/10.1051/shsconf/202110702002
M3E2 2021



Endless (continuity, infinity) is a specific feature of fi-
nancial and economic security management of critical in-
frastructure objects. We believe that the strategies of such
entities should be based on the assumption that their activ-
ities will continue for at least a few more decades. To do
this, they need to obtain guarantees from public authori-
ties, have several alternatives for each existing partner or
counterparty in the event of the possibility of termination
of the partnership (such as during quarantine), make the
transition to project management within individual busi-
ness processes – that the completion of one project initi-
ates the beginning of a new one – to expand, improve the
results, maximize their effect on the company and intro-
duce a policy of involvement of employees (if not all, then
representatives of the workforce) in strategic planning and
financial and economic security management.

The last parameter – transformation – means the desire
and readiness to upgrade, modernize production, manage-
ment and other processes in accordance with the require-
ments of the time and new challenges (eg, global pan-
demic, quarantine restrictions, lockdown). Characteristic
features of such management will be flexibility in making
management decisions, even at the strategic level, innova-
tion, change management and modernization of business
processes as needed.

3.2 Personnel security of critical infrastructure
objects during the quarantine period

Personnel of critical infrastructure object are the most vul-
nerable to the risks posed by a global pandemic [33].
Stress factors can lead to the fact that the actions or in-
action of employees, their temporary absence from work,
inattention or concern about the situation in the country,
will threaten the state of personnel security of the entity,
and as a consequence – will have negative effect and for
the state of financial and economic security. The main vec-
tors of work with employees, given the possibility of the
need to transfer them to part-time work, leave on sched-
ule, savings on bonuses and other forms of financial in-
centives, etc., should be: constant channels of communi-
cation, maximum information openness, flexibility in the
organization work process (where possible) and in the dis-
tribution of working time (also if possible), involvement
of staff in making various decisions on the organization of
the business entity in a pandemic, stimulating leadership
and supporting the initiative, etc. table 2.

Thus, the rational management of personnel, support
and assistance of people who face new challenges of the
global pandemic and quarantine restrictions, are under
constant stress, worry about their own well-being, and feel
additional responsibility for employment in a strategically
important for state needs entity, is important for maintain-
ing the continuous operation of critical infrastructure and
the state of their financial and economic security.

4 Conclusions

The updated approach to managing the economic secu-
rity of business processes in various modifications, taking

into account the risks of quarantine restrictions, will be
used in all sectors of the national economy, will modern-
ize the management systems of various economic activi-
ties, and thus have a positive effect on strategic develop-
ment of financial system, national economy and achieving
a high level of national security and financial and political
sovereignty.

The practical importance of the result lies in the next
plane. It is expected that the proposed in the study TAR-
GET model for strategic management of financial and eco-
nomic security of critical infrastructure objects will be the
basis for developing strategic documents for stabilizing
and further developing and maintaining high functionality
of critical infrastructure of Ukraine. In particular, testing
the objectives of critical infrastructure development strate-
gies in terms of consistency, specificity, achievable and ra-
tionality will allow to adjust them in a timely manner in ac-
cordance with existing challenges and time requirements.
Compliance of strategic guidelines with the parameters of
flexibility, innovation, readiness for change and modern-
ization at the application level will allow to make quickly
and effectively restructure of the strategies of critical in-
frastructure, to change their direction in accordance with
new opportunities and needs.

The implementation of the proposals developed within
this study at the applied level will be impossible without
supply this process with a proper staff. In fact, the person-
nel component is important for achieving and maintaining
the level of financial and economic security in both tacti-
cal and strategic areas. Of practical importance is the pro-
posed approach to the formation and implementation of
personnel policy for critical infrastructure objects, which,
in contrast to existing ones, contains such modern com-
ponents as staff training; employee incentives; overcom-
ing resistance to change; staff involvement in solving var-
ious issues; staff discipline; leadership, partnership and
teamwork; time management and self-management; staff

safety, staff digital literacy. The presence of personnel pol-
icy at the enterprise in the form of a document with the
proposed structure will allow top-management to organize
personnel work effectively and efficiently and to increase
significantly the level of personnel security of critical in-
frastructure.

The need to update personnel policy appeared due to
the risks to staff and to the state of enterprises financial
and economic security, which were evident during the epi-
demic, quarantine measures and lockdown. In particular, it
is the inability to organize and work remotely, low level of
digital technology using skills, poor communication and
other social skills, dishonest performance of duties, failure
to meet deadlines for work and projects, and, at the same
time, overload, excessive time at the computer, the need
to acquire new skills, emotional and professional burnout,
declining income, constant stress, etc.

Making timely management decisions will minimize
the losses of critical infrastructure objects, prevent their
financial instability, reduce the risk of bankruptcy and liq-
uidation in the strategic perspective.

Prospects for further research lie in the plane of pos-
sibility of developing methods for assessing the level of
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Table 2. Features of the concept of financial and economic security of critical infrastructure

Directions (sec-
tions) of person-
nel policy

Description (details)

Studing Encouraging staff to take online courses, payment or partial payment for the required higher edu-
cation, encouragement of various forms of distance learning, providing opportunities for training
during the working day (in case of flexible schedule), organization of field training, inviting lectur-
ers, mentors, organizing with them online conferences

Promotion Performance bonuses, various forms of financial assistance, payment for babysitting services, tutors
for children, bonuses for saving and rational use of enterprise resources, compensation for taxi
services or fuel for own car, provided if it is used for work purposes

Overcoming
resistance to
change

Explanatory work on the need for certain changes in production processes or work organization,
organization of psychological consultations, involvement of employees in the process of develop-
ment and implementation of changes, demonstration of intermediate results from the introduction
of changes, punishment for active and aggressive resistance to change

Involvement Striving to achieve the maximum level of employee involvement in all business processes that fall
within their field of responsibility

Discipline and or-
ganization

Control of discipline, quality of performance of the set tasks, efficiency of labor activity, level of
the organization of working process (in case of use of the form of remote work in the conditions of
quarantine)

Leadership, part-
nership and team-
work

Stimulating the manifestation of leadership qualities, periodic rotation of personnel, organization of
permanent and temporary teams for the implementation of projects and current tasks of the enter-
prise

Time man-
agement and
self-management

Explaining the need and methods of combating chronophages, incentives for efficient and rational
use of time, its savings when participating in various business processes

Security Establishing the priority of occupational safety, life and health of the employee over other produc-
tion, financial, economic goals of the enterprise; popularization of safety norms and rules, penalties
for their violation, introduction of a social package and health insurance

Digital literacy Assistance to work with digital technologies, gadgets, assistance in organizing the workflow online,
organizing and conducting group chats, consulting support for staff working remotely

financial and economic security of critical infrastructure
objects and creating strategies for their further develop-
ment in terms of extending quarantine restrictions or new
lockdowns.
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