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Abstract. One of the areas of focus of counterterrorism efforts is 

eliminating the financial capabilities of terrorism. It is performed using 

different mechanisms which include tools of freezing property used for acts 

of a terrorist nature or their financing. The results of the application of the 

above-mentioned mechanisms allow making a supposition of the lack of 

efficacy of their use. As can be seen from the above, a need for scientific 

studies of problems related to using tools of freezing terrorists’ assets arises 

in order to increase its efficiency. The purpose of this study is to identify 

problems arising in the field of using tools of freezing property belonging to 

persons involved in acts of a terrorist nature. The empirical foundation of 

the study was the information concerning the activity progress in the area of 

combating the financing of terrorism, as well as the legal instruments that 

regulate this work. As part of the study, the methods of theoretical modeling, 

analysis and synthesis of principles of law and legal interpretation were 

applied. The study performed allowed coming to some results not previously 

presented in the scientific literature. Thus, the authors drafted proposals of 

affording a legal opportunity for all authorities authorized to perform 

operational-search activity, of submitting in a proactive manner at the 

Rosfinmonitoring (the Federal Financial Monitoring Service of the Russian 

Federation) the documents containing foundations for the insertion in the 

List of Individuals and Groups, in respect of which there is information 

about their involvement in extremist activities or terrorism, as well as of 

introducing changes in Art. 11 of the Federal Law “Concerning operational-

search activity”, which allow using the results of operational-search activity 

for making decisions on freezing assets belonging to persons involved in 

acts of a terrorist nature or its financing. 
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1 Introduction 

The intensity of acts of a terrorist nature directly depends on the level of their financing and 

material and technical resources. In connection therewith, the destruction of economic basics 

of terrorist organizations is generally one of the most important fields of anti-terrorism effort. 

A significant number of Russian scientists studied the problems of combating the 

financing of terrorism; among them, one should note the works by Vasnetsova et al. [1], 

Krasinskii [2], Butkevich [3], Stolyarova et al. [4], Bogomolov [5], Baturina and Litvinenko 

[6] and Loskutov et al. [7]. 

Among specialists in operational-search activity, Gusev [8], Chechetin [9], Shakhmatov 

[10], Ilyin [11], Sharov [12], and Mischenko [13] studied the problems of anti-terrorism 

effort. 

Among foreign researchers, it is worth noting Nimrod Raphaeli [14], Mark Pieth [15], 

Sidney Weintraub [16], Teichmann [17], and Mekpor [18], whose works on the range of 

problems under consideration are most often referred to. 

2 Results and discussion 

Freezing assets belonging to persons involved in terrorist activities is one of the most 

effective tools of the system of destruction of financial basics of terrorist groups. 

Currently, the Russian Federation (hereinafter referred to as the RF) has sufficiently broad 

abilities to deprive terrorists and persons who finance them of assets and tools related to the 

financing of acts of terrorism. 

The following procedures for freezing terrorist assets are applied in the RF:  

1. Freeze on assets of the persons included in the List of Individuals and Groups, in 

respect of which there is information about their involvement in extremist activities or 

terrorism or in the List of Individuals and Groups in respect of which there is information 

about their involvement in the proliferation of weapons of mass destruction. 

2. Freeze on assets of the persons in virtue of resolutions of the Inter-institutional 

Commission for Combating the Financing of Terrorism.  

3. Blocking financing transactions at the instance of the Federal Financial Monitoring 

Service of the Russian Federation (Rosfinmonitoring) (“mechanism “5+30”). 

It should be stated that the first two mechanisms are cumbersome enough. 

Thus, the List of Individuals and Groups, in respect of which there is information about 

their involvement in extremist activities or terrorism (hereinafter referred to as the List) is 

formed in accordance with paragraph 2.1 of Part 2 of Article 6 of the Federal Law No. 115-

FZ [19] and includes an international part (sanctions lists of resolutions of the United Nations 

Security Council 1267/1989/2253 and 1988) and a national one. The order of its creation is 

implemented in accordance with the RF Government Ordinance dated August 6, 2015 No. 

804 [20]. 

The norms of creation of the List of Individuals and Groups in respect of which there is 

information about their involvement in the proliferation of weapons of mass destruction and 

use related to such a list of information are approved by the RF Government Ordinance dated 

October 26, 2018 No. 1277 [21].  

Without a detailed description of the procedure of insertion of persons into the lists and 

freeze on their assets, it stands to mention a series of problems existing in this field. 

First, the mechanism under consideration does not allow freezing promptly the assets 

belonging to persons involved in terrorist acts, because it takes a fair amount of time to 

prepare and send documents containing pertinent grounds for the inclusion in the Lists for 

the consideration of these documents by Rosfinmonitoring (the Federal Financial Monitoring 
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Service of the Russian Federation) and bringing the decision adopted to the notice of 

institutions which perform transactions involving monetary resources or other assets. 

Second, the results of operational-search activity are not grounds for the insertion in the 

lists. 

Third, such subdivisions of operational-search activity as the Russian Foreign 

Intelligence, Federal Penitentiary Service of Russia, Federal Guards Service, customs 

authorities, as well as the operating unit of the foreign intelligence service of the RF Ministry 

of Defense, are not among government authorities authorized in a proactive manner to submit 

documents containing grounds for insertion into the lists at Rosfinmonitoring (the Federal 

Financial Monitoring Service of the Russian Federation). 

As of September 2018, there were 101 entities and 419 individuals in the international 

part of the List; 8676 individuals and 485 entities were included in the national part of the 

List. Since the beginning of 2018, approximately 14.5 million rubles have been frozen on 

3061 accounts belonging to the persons included in the List [22]. 

Table 1. National part of the List. 

 2013 2014 2015 2016 2017 

2018 

as of 

September 

20, 2018 

Number of persons 

in the national part 

of the List at the 

end of the year, 

among them: 

2848 3620 5084 7005 8470 9161 

Individuals  2796 3559 5014 6922 7988 8676 

- terrorists  2237 2793 4051 5749 6675 7250 

- extremists  559 766 963 1173 1313 1426 

Legal entities  52 61 70 83 482 485 

- terrorist  19 19 22 25 26 26 

- extremist 33 42 48 58 456 459 

Number of frozen 

accounts  
1659 1934 3019 4865 3958 3061 

Amount of frozen 

assets (rubles) 

14 

million 

25 

million 

33 

million 

24 

million 

15 

million 

14.5 

million 

 

The mechanism of the List in the RF is amplified by a tool of the prompt freeze on assets 

– Inter-institutional Commission for Combating the Financing of Terrorism (hereinafter 

referred to as the Commission). 

When necessary, the resolutions of the Commission are adopted within a few days upon 

receipt of materials from the competent authorities, including foreign countries. 

The Commission is composed of the high-ranking functionaries of Rosfinmonitoring (the 

Federal Financial Monitoring Service of the Russian Federation), Ministry of the Interior, 

Federal Security Service, and Ministry of Foreign Affairs of the RF; it is headed by the 

Deputy Director of Rosfinmonitoring. 

To adopt a resolution on the freeze, the Commission needs sufficient grounds for 

suspecting the involvement of a person in acts of a terrorist nature or financing of terrorism. 

Therefore, an appeal to the Commission should be based on the set of facts that allow its 

members to make a conclusion on the degree of the justifiability of the suspicion. The 

involvement of the object of freeze in the financing of terrorism or acts of a terrorist nature 
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should be confirmed not only by financial transactions but also by the facts which indicate 

that its nature is not accidental, but intentional.  

After the Commission adopts a decision, it is immediately brought to the notice of all 

entities which implement transactions involving monetary resources or other assets. In their 

turn, these entities on the same day freeze all assets of a relevant person or entity and inform 

Rosfinmonitoring (the Federal Financial Monitoring Service of the Russian Federation) of 

all the information concerning the client. Rosfinmonitoring sends this information to the 

originator of the submission for its use during the operational-search activity. 

The statistical data on the work of the Commission – the number of persons whose assets 

are frozen, the number and amount of frozen assets, etc., are exposed in Table 2. As of 

September 2018, the Commission adopted resolutions in relation to more than 1.6 thousand 

persons suspected of being involved in the financing of terrorism (including 5 legal entities). 

The total amount of frozen assets is equal to more than 10 million rubles [22]. 

Table 2. Results of the work of the Commission for Combating the Financing of Terrorism. 

 2016  2017 2018 

Number of persons whose assets were frozen 

according to the resolutions of the Commission, at 

the end of the year, among them: 

104 582 1656 

Individuals  104 578 1651 

Number of frozen accounts  62 450 427 

Amount of frozen assets on accounts (rub.) 4.2 million 5 million 10 million 

Amount of frozen electronic assets  14 15 6 

Amount of frozen electronic monetary resources 

(rubles) 

120 

thousand 
7 thousand 

1.6 

thousand 

Legal entities  0 4 5 

Number of frozen accounts  0 6 6 

Amount of frozen assets on accounts (rubles) 0 
600 

thousand 

600 

thousand 

 

It may be stated that in the RF, the mechanisms of the Commission are used when 

considering requests of foreign countries related to the adoption of freeze measures in 

accordance with the Resolution of the United Nations Security Council 1373. 

The major drawback of the mechanism of the Commission is its inability to promptly 

freeze the assets of persons involved in acts of a terrorist nature or its financing, because it 

takes a fair amount of time to prepare and submit relevant documents to the Commission and 

bring the decision adopted to the notice of institutions which perform transactions involving 

monetary resources or other assets. 

The promptest tool which allows freezing transactions on the account on a day-to-day 

basis is the third of the mechanisms under consideration – the mechanism for the suspense 

of financial transactions in virtue of the resolution of Rosfinmonitoring (the Federal Financial 

Monitoring Service of the Russian Federation) (the so-called mechanism “5+30”). 

It is applied in virtue of information provided by the enforcement authority, when, for 

example, there is information available that a determined person will receive some monetary 

resources or some funds will arrive in the account of a determined card for the purpose of 

financing terrorism. In this case, Rosfinmonitoring (the Federal Financial Monitoring Service 

of the Russian Federation) informs promptly the credit institutions. 

As specified in paragraph 10 of Article 7 of the Federal Law No. 115-FZ, 

Rosfinmonitoring (the Federal Financial Monitoring Service of the Russian Federation) is 
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entitled to inform institutions that perform transactions involving monetary resources or other 

assets concerning the fact that a legal entity, either expressly or by implication, is owned or 

controlled by an institution or individual included into the List, or the individual or the legal 

entity is acting on behalf of or on the direction of such an institution or an individual. After 

receiving such information, the relevant institutions suspend operations of such persons 

(except for the operations related to the receipt of funds) for five working days from the date 

when the client’s order on its execution should be fulfilled.  

Hereafter, during these 5 days, Rosfinmonitoring (the Federal Financial Monitoring 

Service of the Russian Federation) carries out an inspection of the financing transactions 

detected for its possible involvement in acts of a terrorist nature or their financing. 

If the information received by Rosfinmonitoring (the Federal Financial Monitoring 

Service of the Russian Federation) is recognized by this institution as justified, 

Rosfinmonitoring issues a resolution on the suspension of operations involving monetary 

resources or other assets for a period of up to 30 days (Article 8 of the Federal Law No. 115-

FZ). 

During this period, an additional inspection of involvement of transactions suspended in 

the financing of terrorism is carried out, and if such involvement is confirmed, a decision on 

a long-term suspension of these and other operations of a suspected person may be adopted 

in virtue of a resolution of the Commission or unlimited suspense of operations may be 

applied by the decision of a court. 

3 Conclusion 

As can be seen from the above, the performed analysis of problems of use of mechanisms of 

freezing the assets of persons involved in terrorism by the operating units allows making the 

following conclusions and putting the following proposals. 

First, it is possible to state that the RF has the necessary tools to freeze the assets of 

persons involved in acts of a terrorist nature based on international law acts. However, the 

work on freezing the assets of terrorists is characterized by relatively low indicators, which 

allow making a conclusion on the need to improve it. 

Second, it is necessary to include in the current legislation the norms which afford 

grounds for a temporary block of transactions with real estate in virtue of resolutions of the 

Inter-institutional Commission for Combating the Financing of Terrorism. 

Third, it is necessary to provide a legal possibility for all authorities authorized to perform 

operational-search activity to submit in a proactive manner to Rosfinmonitoring (the Federal 

Financial Monitoring Service of the Russian Federation) any documents containing grounds 

for insertion in the List of Individuals and Groups, in respect of which there is information 

about their involvement in extremist activities or terrorism. 

Fourth, it is necessary to introduce changes into Article 11 of the Federal Law 

“Concerning operational-search activity”, which allow using the operational-search activity 

results to make decisions on freezing the assets of persons involved in acts of terrorist nature 

or its financing. 
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