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Abstract. The article is devoted to the study of the organizational and
methodological foundations of ensuring economic security through the
mechanism of preventing corporate fraud. The influence of "white-collar"
crime at the micro level on the overall economic state of the state is
considered. The theoretical aspects of corporate fraud are investigated and
generalized. The analysis of existing methods and techniques to assess the
risk of their occurrence in a particular enterprise is carried out. The
emphasis is placed on the assessment of the external operating
environment, considered as a source of potential threats to the company's
security, as well as on the study of the risk of corporate fraud in relation to
a particular business entity. The authors propose mechanisms to protect the
economic interests of the organization from various threats from the staff,
which are essential for maintaining the level of its economic security. The
findings on the relationship between corporate fraud and micro-level
economic security are not conclusive. This indicates the need for further
scientific work on the problem, which will logically continue the problems
raised in the article.

1 Introduction

Economic security is traditionally considered as the most important qualitative
characteristic of the economic system, as the most important element of national security
[1,2].

The strategy of economic security of the Russian Federation, developed for the period
up to 2030, requires improving approaches to strengthening security at all levels:
international (mega-level), national (macro-level), regional/sectoral (meso-level), as well as
at the level of the economic entity and the individual (micro-level) [3].

The economic, social, and political situation of the state over the past decade has been
rather ambiguous. Some of the existing problems over the past year have worsened under
the influence of the global COVID-19 pandemic, which has become a real stress test not
only for the Russian, but also for the global economy. Such negative conditions cause risks
to economic security at the macro, meso, and micro levels.

The central problem of achieving the set parameters of the state's economic security in
these circumstances is the preservation of economic entities that form the core of the
country's economic development.
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Each economic entity strives for growth, development, increase of income, increase of
the level of its financial security. However, these goals are not always achieved by legal
means. The difficult economic conditions of the last year provoked the growth of the
phenomenon of corporate fraud in the country. They are one of the most significant threats
to the economic security of the State. Countering this type of fraud is becoming
increasingly important for managers and owners of the company.

The study of a significant number of scientific and practical works on the stated
problems suggests that the issues of the relationship between corporate fraud and economic
security remain insufficiently studied. From this point of view, the study of "white-collar"
crime as a factor in ensuring economic security at the micro level is of strategic importance.

The purpose of this article is to study, generalize and systematize certain aspects of the
impact of the threat of corporate fraud on the indicators of economic security of the
enterprise, as well as to consider the mechanisms for protecting the economic interests of
the organization in this situation.

Achieving this goal involves setting and solving the following tasks:

- to study and systematize the main aspects of corporate fraud, considered as a potential
threat to the economic security of the company;

- to analyze the methods and techniques that allow you to assess the risk of corporate
fraud, as well as to test some of them based on the materials of a particular enterprise.

Summarizing the above, the authors believe that the economic security of the company
can not be achieved in conditions of ignoring the risk of corporate fraud, as well as the lack
of effective mechanisms for their detection and prevention.

2 Materials and methods

Such an economic phenomenon as corporate fraud was first described by the American
sociologist Edwin X. Sutherland in 1939. The scientist designated this phenomenon as
white-collar crime ("white-collar crime" [4]). Corporate fraud has been studied by Howard
R. Davia [5], Gerald L. Kovasich [6], J. T. Wells [7], D. O. Friedrichs [8,9], Furnham A.
[10], Simpson S. S. [11] and many other authors.

Interest in the study of the phenomenon of corporate fraud in Russia arose only at the
end of the 20th century, which is due to the peculiarities of the development of capitalist
society in the state. Modern Russian authors actively explore this problem, including
through the prism of total digitalization of society [12-17].

The Russian conditions for the functioning of enterprises impose their own
characteristics on the concept of "corporate fraud". This is due to the fact that this concept
is not legally fixed. Article 159 of the Criminal Code "Fraud" regulates the liability and
specifics of all types of fraud, including corporate fraud, which is not singled out
separately.

Qualifying crimes related to fraudulent transactions, there are five signs: intent (self-
serving purpose); withdrawal and (or) treatment in favor of the guilty person or other
persons of someone else's property; illegality; gratuitousness; causing damage to the owner.

The illegality of the act is explained by the commission of fraudulent actions in
violation of existing norms of law, gratuitousness-the lack of compensation for the
consumer value of the seized property. This act is inextricably linked with the sign of
causing damage to the owner.

As it was mentioned, the Russian legislation does not disclose the exact definition of the
concept of "corporate fraud". The Criminal Code of the Russian Federation does not
formally contain such a category. However, he identifies various types of crimes that can,
among other things, be committed by employees of the organization to the detriment of the
interests of the organization itself. They should be classified as corporate fraud. This
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category includes the following crimes: theft, fraud, embezzlement or embezzlement,
illegal receipt and disclosure of information constituting commercial, tax or banking
secrets, abuse of authority, commercial bribery, corruption crimes (receiving and giving
bribes).

It can be concluded that the category of corporate fraud in the Criminal Code of the
Russian Federation qualifies more voluminously than the "fraud" itself in the broad sense
[18].

At the same time, the absence of a single fixed concept of "corporate fraud" in the
legislation of the Russian Federation allows enterprises to define this term in local
documents based on the interests of the company.

There are different classifications of types of corporate fraud. Thus, according to the
experts of the Association of Certified Fraud Examiners (ACFE), they can be divided into
the following three groups:

— misappropriation of assets;

— corruption;

— reporting fraud [19].

Experts say that a typical organization loses about 5% of its gross income per year due
to corporate fraud. This poses a significant threat to the economic security of economic
entities.

Corporate scandals related to misleading investors and all interested users of financial
statements about the real state of the company are increasingly widely publicized. We are
talking about providing information in the reporting that does not correspond to reality.
Corporate fraud affecting the interests of investors entails a huge risk of causing losses,
undermines the business reputation of the company, thereby violating its economic security
[20,21].

The results of the analysis of various tools for assessing the risk of corporate fraud
allow us to draw conclusions:

- there is no established and effective methodological apparatus for studying this
phenomenon, which emphasizes the complex debatable nature of the problem;

- regardless of the method of analysis, the result is some indicators, the assessment of
which is subjective.

Corporate fraud causes significant damage to the organization, regardless of the way in
which it is carried out. Therefore, an effective assessment of the risks of theft at enterprises
is an important part of a set of measures aimed at countering fraud. Modern economic
security services of enterprises should not only investigate the consequences of fraudulent
actions, but also be able to anticipate and prevent them, trying to reduce economic losses to
the lowest possible level.

3 Research results and discussion

The implementation of an effective system for preventing corporate fraud should be based
on extensive research on this phenomenon in various contexts.

We are testing mechanisms for assessing the occurrence of threats to the company's
economic security from employees.

As the object of the study, LLC "Don Construction Company"( was chosen, which is
part of the largest holding company, which includes modern multi-profile companies of the
construction direction.

Diagnostics and monitoring of personnel security of the economic entity under
consideration can be carried out in quantitative and qualitative ways.
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The qualitative assessment focuses on the analysis of the external environment of the
company's functioning, which is considered as a source of potential threats to the
company's security.

In 2018, PricewaterhouseCoopers (PwC) conducted a worldwide survey of economic
crimes. The results of this survey in relation to Russia will allow us to draw conclusions
about the prevalence of the problem of corporate fraud in the environment of the
functioning of Russian companies [22]. According to this survey, almost half of the Russian
respondents, namely 49%, reported that their companies had experienced corporate fraud
over the past two years.

More detailed dynamics of the level of corporate fraud in Russia and the world

according to the World Economic Crime Survey is shown in Figure 1.
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Fig. 1. The level of economic crime within the company in Russia and the world.

Based on the results of the study presented in Figure 1, we can conclude, firstly, that in
Russia, compared to the global level, respondents are less likely to face economic crimes
within the company. Secondly, in relation to Russia, in 2016 this indicator was significantly
lower (36 %) than in 2018. This may indicate, on the one hand, an increase in the number
of cases of corporate fraud, and, on the other, an increase in the level of attention to this
problem and, as a result, an increase in awareness of fraud.

The distribution of the number of Russian companies that have faced various types of
corporate fraud in comparison with the data of the 2016 and 2018 research is shown in
Figure 2.
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Fig. 2. Statistics of types of corporate fraud in Russian companies.

The analysis of the subject composition of corporate fraud will allow us to develop a
more effective system for countering fraud.

Among Russian companies, 26 % of cases of internal fraud are related to the
management level. Financial services are in second place, accounting for 24 % of cases.
The procurement service was identified as a source of corporate fraud by 9 % of
respondents.

As part of the World Economic Crime Survey, conducted by PwC specialists in 2020,
offenses in many areas were analyzed, including:

- manipulation of accounting data;

https://doi.org/10.1051/shsconf/202111004011
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- misappropriation of assets;

- bribery and corruption;

- fraudulent actions of employees [23].

Fraud risks surround organizations from all sides: the attacker may be one of the
company's employees or act from outside, and in many cases, internal and external
fraudsters act in collusion.

Thus, according to the research results, almost half of all organizations have faced
fraud, which means that the probability that the analyzed company will face the fact of
corporate fraud is quite high.

The probability of corporate fraud in the company is present at all stages of its activities.
That is, absolutely any process in the organization should be considered as a potential
source of risk of this type.

For an objective assessment of threats and available opportunities to prevent corporate
fraud, we will carefully analyze the strengths and weaknesses of the company's activities,
using the SWOT analysis method.

Table 1 shows the final matrix, which summarizes the results of the assessment of
potential opportunities and threats, as well as takes into account the strengths and
weaknesses of the enterprise.

Table 1. Assessment of the mutual influence of parameters within the framework of the SWOT
analysis of the risk of corporate fraud in the company.

Strengths ‘Weaknesses
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Control measures Implementation of effective control measures Increased Checking
to detect and prevent fraud attention of performance
the security discipline
Competent personnel Selection of proven and Creating a service to The need to
- policy reliable personnel favorable employees improve the level
:f‘E' Informational and working who( are at of corporate
E psychological events environment risk culture
§_ Efficient document flow Elimination of "bottlenecks" in the document Identification of possible fraud facts
I3 that meets the management system within the framework of current
c requirements of the control at the stage of primary
quality management accounting of documentation
system
Transparency of
contractual relations
Crisis Well-established measures to Minimizing the Increased High turnover of
counteract the crisis damage from risk of fraud managerial
phenomena the crisis personnel
High level of accounts Permanent Minimization of Low Critical
payable effective control factors that have a operational conditions for
.2 of accounts negative impact on efficiency the work of
K] payable financial stability and the staff of
= Difficulties in collecting Smoothness in the work of lawyers and increase significant psychological
receivables the legality of the company's work losses due pressure
Participation in major to fraud
court cases
Dishonesty of suppliers Conditions for the leakage of valuable
and customers information

The conducted SWOT analysis of the risk of corporate fraud creates an extensive
information field for the company's management, which ensures the adoption of
management decisions. The competent use of the company's strengths in combination with
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the presented capabilities allows us to ensure the implementation of effective control
measures to detect and prevent fraud and the selection of proven and reliable personnel,
create favorable working conditions and eliminate "bottlenecks" in the document
management system. At the same time, the strengths under the influence of external threats
are to take advantage of well-established measures to counteract the crisis phenomena and
minimize the damage from the economic crisis, to establish control over the level of
accounts payable, to eliminate the factors of negative impact on financial stability.

However, the presence of weaknesses in the enterprise creates areas of activity to
protect against corporate fraud. Opportunities allow you to increase the level of protection
through: directing special attention of the security service to employees who are at risk,
checking performance discipline, improving the level of corporate culture, identifying
possible fraud within the framework of current control.

The weaknesses of the enterprise under the influence of threats create problems of an
increased level of attention on the part of owners and management, the solution of which
will contribute to the elimination of the increased risk of fraud.

We will pay special attention to the detection of fraud with accounting financial
statements. We will use the method proposed in 1997 by M. Beneish [24]. The author
deduced the relationship between the symptoms of possible fraud and a number of financial
coefficients calculated from the reporting data.

For each indicator, a boundary value is defined, exceeding which increases the risk of
falsification of reports at the enterprise. In 2011, the study of M. Beneisch was refined by
Maria L. Roxas [25]. The improved model, which includes five indicators, is considered
one of the most effective in detecting signs of fraud in financial statements.

To calculate the map of regulatory deviations for the analysis of signs of misstatement
of the financial statements in LLC "Don Construction Company ", we use the data of the
company's financial statements. The results of the calculations are summarized in Table 2.

Table 2. Application of the M. technique Beneisha for the analysis of" symptoms "of fraud in LLC"
Don Construction Company».

Indicator and designation Boundar Accordmg.to
y value | the calculations
Daily sales index in accounts receivable (DSRI) 1,031 0,8050
Gross Margin Return on Sales Index (GMI) 1,014 0,8086
Asset Quality Index (AQI) 1,039 66,9138
Sales Growth Index (SGI) 1,134 1,5955
Depreciation Index (DEPI) 1,000 0,6007

The composite index, the so—called M-score, is calculated using the formula 1 [25]:
M-=score = —6,065 + 0,823DSRI + 0,906GMI + 0,5934QI + +0,717SGI+0,107DEPI (1)

It assesses the risk of falsification of financial statements in the company. If the value of
this composite index exceeds minus 2.76, then the company's employees are very likely to
commit fraudulent actions, somehow falsifying the financial statements.

Calculation of this composite index for the company:
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M-score = —6,065 + 0,823*0,8050 + 0,906*0,8086+ 0,593*66,9138 + +0,717*1,5955
+0,107*0,6007 = —6,065 + 0,6625 + 0,7326 + 39,6799 + 1,1439 + 0,0642 = 36,2181.

The resulting composite index according to the method of M. Roxas (36.2181) does not
exceed the standard (-2.76). Thus, based on the results of the calculations, it can be
concluded that the financial statements of LLC "Don Construction Company" were not
subjected to distortions by the company's employees. However, it should be noted that
exceeding the marginal value of the revenue growth index (SGI) increases the risk of
falsification of financial statements, in which fictitious contracts are concluded with
counterparties.

The effectiveness of the security service in detecting corporate fraud is achieved with a
well-defined locally fixed algorithm of actions.

The set of measures to identify and eliminate the facts of abuse is conditionally divided
into the monitoring stage and the verification stage.

At the monitoring stage, the responsible person needs to assess the risk of corporate
fraud and distribute the degree of activity of their actions among the selected business
processes. At this stage, the internal processes of the company are divided into:

— processes that require constant in-depth control and monitoring of employees;

— processes that require monitoring for the appearance of fraud indicators.

Special attention should be paid to the following indicators of corporate fraud:

— lifestyle is not based on income;

— the employee's unwillingness to go on vacation and allow access to their documents;

— countering the conduct of audits;

— providing copies, not originals of documents;

— unexpected shortages or surpluses;

— corrections in the documents;

— staff turnover in positions associated with potential fraudulent risks;

— the presence of leads, denunciations and complaints.

In the presence of these signs or their combination, you can talk about the suspicion of
committing an offense by an employee of the organization. Every case needs to be
investigated. This will allow you to objectively and fully establish all the facts, as well as
collect evidence for disciplinary action or contacting the police.

The second stage of the algorithm is directly related to conducting a check to detect
corporate fraud. The activities of this stage are divided into system data analysis and
internal investigation. Using system data analysis, a large volume of data is analyzed, the
purpose of which is to detect suspicious transactions. If you find evidence of corporate
fraud, you need to start an internal investigation, which will help determine what the
employee committed: a misdemeanor, an offense, or a crime.

After conducting an internal investigation, identifying the culprit and compensating for
damages, it is necessary to analyze the system for combating corporate fraud in the
enterprise. It is necessary to establish the "weak point" that allowed the fraudster to bring
damage to the company. After this analysis, the fraud prevention program is adjusted in
connection with the identified shortcomings of the system.

Thus, based on the compiled programs, DSK LLC will fully develop a comprehensive
system of personnel security. When ensuring the safety of the company's main resource-the
personnel-its economic security is achieved, among other things.

4 Conclusion

Fraud risks surround organizations from all sides. Each organization can be subject to fraud
from its own employees, regardless of their position and length of service in the
organization, and in many cases, internal and external fraudsters act in collusion. We can
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safely say that for the company, employees are not only a source of added value, but also a
risk generator. Human capital becomes the most important factor in ensuring the economic
security of the enterprise. Therefore, this study considers the need to analyze the risk of
corporate fraud in the company as an important condition for ensuring economic security at
the micro level. Algorithms for the implementation of measures to identify and establish the
facts of corporate fraud are proposed. This algorithm will help to detect fraud in a timely
manner, identify the perpetrators, compensate for damage and make adjustments to the
fraud prevention system, which in turn will contribute to achieving a given level of
economic security of the company.
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