
Corresponding author: Elenamm152@yandex.ru 

Development of a matrix method for the assessment of 
information and economic security of an industrial enterprise 

Anna Melnikova 1, Elena Mylnikova 1,*, Irina Moskvitina 1, Nadezhda Nagibina 2 

1 Perm National Research Polytechnic University, 29, Komsomolsky Prospekt, Perm, 614045, Russia  
2 Perm State Institute of Culture, 18, street of the Newspaper «Zvezda», Perm, 614000, Russia� 

Abstract. The article focuses on the problem of the assessment of the state of industrial enterprise’s 
economic and information security. The purpose of the research is to develop an scoring matrix for 
information and economic security of an industrial enterprise. The paper presents the necessary 
economic indicators and their normative values. It also presents the criteria for assessing 
information security, illustrates the developed matrix and defines development strategies for each 
element. More over, it describes the algorithm for the use of the matrix. The scientific novelty of the 
paper is in the development of a matrix that assesses both the economic activity and information of 
an industrial enterprise in order to determine the priority direction of the development. As a result of 
the work, the authors present a matrix of information and economic security of an industrial 
enterprise with individual development strategies for each element.�The results of the study will be 
useful for industrial enterprises not only to analyze their activities, but also to determine the 
directions of further development.  

1 Introduction 

In modern conditions of repeating economic crises, an 
ever-growing number of competitors, deep penetration 
of the information environment into business, it is very 
important to monitor the state of information and 
economic security of an enterprise in order to change the 
development strategy in time [1]. The article focuses on 
the problem of the assessment of the state of industrial 
enterprise’s economic and information security in order 
to determine ineffectively functioning elements of an 
enterprise and provide a development strategy on this 
basis. The main purpose is to develop the scoring matrix 
for information and economic security of an industrial 
enterprise. The fundamental research methods are the 
method of analysis and graphic interpretation of 
information. 

The issue of differentiation of types of security was 
studied by such authors as A.A. Khachaturyan, V.N. 
Ageeva [2]. Ponomareva S. V. indicates the need to 
clarify the term digital security in the legislation, since 
there is no basic concept of it  [3]. I.D. Kamskova 
proposed the stages of implementation of the 
information security system at enterprises and 
systematized the requirements for information security 
systems [4]. Some authors pay attention to such a topic 
as the information aspect of economic security [5, 6, 7, 
8, 9]. 

There are many authors involved in the development 
of scoring matrices. For example, I. Ansoff developed 
Ansoff's strategic matrix designed to determine the 
tactics and strategy of product positioning on the market 
[10]. G. Schwartz and S. Davis presented a matrix of 

cultural risk assessment, revealing the level of risk of the 
use of a particular strategy in the context of the existing 
culture in a company [11]. 

A. Veretennikova, E. Popov and Zh. Omonovs have 
developed a matrix for evaluating the effectiveness of 
social innovations. This matrix helps to determine the 
features with which the development of social 
innovations is taking place. [12]. I. Lipsits offers a 
marketing assesment matrix as a marketing tool in the 
analysis and development of commercial policy [13]. 
There is also a BCG matrix developed by the Boston 
Consulting Group led by Bruce Henderson, which served 
as a model for the development of the matrix proposed 
by the authors [14]. 

2 Matrix of information and economic 
security of an industrial enterprise 

The authors of this paper developed the scoring 
matrix of information and economic security of an 
industrial enterprise. The matrix presented in Figure 1 is 
based on assessments of the economic and information 
security of an enterprise.  

In order to develop a matrix, it is necessary to 
designate two axes (from the origin): the vertical axis 
(economic security) and the horizontal axis (information 
security). Each axis is divided into two equal parts. One 
part corresponds to low indicators of information and 
economic security, while the other corresponds to high 
indicators. 
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Figure 1. Matrix of information and economic security 
of an industrial enterprise 

 
After the calculations and entering the results into the 

matrix, an industrial enterprise will be able to refer itself 
to one of the matrix elements: «star», «square», «circle», 
«triangle». Consequently, each element of the matrix has 
its own development strategies: 

• «Star»– these are enterprises with a positive 
assessment of information and economic 
security, they need to hold their positions; 

• «Square» – these are enterprises with an 
effective information security system, but 
economic security has a negative assessment. 
Here it is important to pay special attention to 
the economic indicators; 

• «Triangle» – these are enterprises with good 
economic indicators, but information security is 
assessed critically, therefore, it is necessary to 
increase its level first; 

• «Circle» – these are enterprises with a low level 
of economic and information security, thus it is 
necessary to completely reconsider their 
functioning 

2 Indicators for the assessment of 
economic and information security of 
an industrial enterprise 

Tables 1 – 4 present indicators, after the calculation 
of which, it is possible not only to determine the location 
of an industrial enterprise in the matrix, but also to draw 
a conclusion about the level of economic and 
information security at an enterprise, respectively. 

Thus, if the ratio of economic security corresponds to 
an indicator equal to one (1) score, it means that the 
economic security of the enterprise is evaluated with 
high points. 

If the economic security coefficient has a value in the 
range from 0.71 to 1.0 points, it means that the economic 
security of the enterprise is evaluated positively. 

If the coefficient of economic security is in the range 
from 0.37 to 0.71 points or has a value equal to 0.5 
points, it means that the assessment of the economic 
security of the enterprise is neutral. 

 

Table 1. Assesment indicators of economic security. 
Financial component 

 
 
Table 2. Assesment indicators of economic security. 
Production and marketing component 

 
 
Table 3. Assesment indicators of economic security. 
Technical and technological component 
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Table 4. Assesment indicators of economic security. 
Personnel component  

 

 
In the case when the ratio of economic security is less 

than 0.37 scores or is generally equal to 0, this indicates 
that a company has a critical assessment of economic 
security. 

Next, it is necessary to analyze the information 
security of an enterprise, evaluate each indicator, 
calculate the average value and compare with the 
normative value, and then assign the following scores to 
information security: 1.0 (positive); 0.5 (neutral) or 0 
(critical). 

Table 5. Assesment indicators of information security. 
Environment and infrastructure 

 
 
Thus, with the average values of the information 

security coefficient from 8 to 10, a positive assessment 
of the level of information security of the enterprise is 
achieved. 

If the average value of the information security 
coefficient from 5 to 8 points, then a neutral assessment 
of the level of information security of the enterprise can 
be obtained last. 

However, if the average value of the information 
security ration is less than 5 scores, then this indicates 
that an enterprise has a critical assessment of information 
security. 

 

Table 6. Assesment indicators of information security 
Hardware and Software 

 

3 Algorithm of operation with a matrix 
of information and economic security of 
an industrial enterprise 

The authors of this work proposed the following 
algorithm to work with a matrix of information and 
economic security of an industrial enterprise: 
1. To make calculations of economic safety indicators 

presented in Table 1. 

2. To determine the average value of all ratios of 
economic safety and compare with the standard 
values. 

3. T� assign the resulting result the appropriate points 
(1.0, 0.5, or 0), which will depend on the degree 
of compliance with the regulatory values of the 
economic security coefficient. 

4. To carry out the calculations of information 
security indicators, which are presented in Table 
2. 

5. To determine the average value of all information 
security coefficients and compare the result with 
the standard values. 

6. To assign the obtained result the appropriate scores 
(1.0, 0.5 or 0) depending on the degree of 
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compliance with the normative values of the 
information security coefficient. 

7. To mark the established coefficients of economic 
and information security on the corresponding 
axes of the matrix of information and economic 
security of an industrial enterprise. 

8. To determine the location of an industrial 
enterprise in one of the matrix elements (star, 
square, circle or triangle). 

9. To make a conclusion about what may be the 
priority direction of further development of an 
enterprise. 

4 Conclusion 

In modern market conditions, it is extremely important 
to analyze the economic component of the activities of 
an enterprise. Moreover, every enterprise needs to 
modernize its information security system in connection 
with the rapidly developing digital technologies [15]. 

The matrix proposed by the authors will be useful for 
industrial enterprises that want to analyze their activities 
and assess not only the economic state, but also the 
quality of information security and determine the 
development direction in accordance with the analysis. 

The article consolidates all significant economic 
coefficients and regulatory and diagnostic indicators of 
the information and communication environment of 
economic entities of industry [16]�what can be useful for 
the appropriate management and effective control of the 
level of risk and security of the entire information and 
economic infrastructure of the enterprise. 

If top managers fix an imbalance in the information 
cycle or the financial and economic cycle of the 
company, then managers can turn to the proposed matrix 
model and identify the state of their management object 
by applying one of the author's strategies to eliminate 
negative trends in the security of the enterprise. 

This research reveals four strategies for further 
adaptation of the enterprise, taking into account the 
identified negative determinants that have a destructive 
impact not only on the information security of the 
enterprise as a whole, but also on the entire socio-
economic policy of the entire economic entity. 

Working in matrix modeling, managers, performing 
the entire embedded algorithm, fall into one of the zones: 
a star, a square, a circle or a triangle. Each zone 
corresponds to a further way to solve the problems 
identified during the implementation of the entire 
sequence of actions developed by the authors of this 
article. 

Taking into account the entire concept of work, the 
customers of the proposed matrix modeling can be both 
enterprises and public services, information and 
communication corporations, firms that work on 
outsourcing, but are engaged in auditing or ensuring the 
financial and economic security of enterprises, 
regulatory authorities, internal affairs bodies and the 
Prosecutor's office. 

In future, it is planned to introduce this matrix and 
consider information and economic security through the 
example of high-tech industrial enterprises, taking into 
account the calculation of all the proposed coefficients 
and the entry of the obtained indicators of information 
and economic security in a single register, with the 
further development of an interactive map on the level of 
security of economic entities of the Perm Territory and 
other regions of the Russian Federation. 

References 

1. S. E. Doroshkin, N. V. Tarasova Economics and 
business: theory and practice, 2, 128-133 (2020) 

2. A. S. Melnikova, A. A. Khachaturian, V. N. 
Ageeva Modern science: topical problems of 
theory and practice. Series: Economics and Law, 
3, 107-112, (2020) 

3. S. V. Ponomareva, H. H. Khachaturian, A. S. 
Melnikova Lecture Notes in Networks and 
Systems, 115, 123-129 (2020) 

4. I. D. Kamskova, Prospects for the development of 
innovative technologie, 170-172 (2014) 

5. C. S. Teoh Journal of Theoretical and Applied 
Information Technology, 95 (23), 6512-22, (2017) 

6. P. L. Yin and T. Bresnahan Innovation Policy and 
the Economy, 17 (1), 95-124 (2017) 

7. F. Kamal and W. Chen Journal of International 
Business Studies, 47 (5), 563-576 (2016) 

8. V. V. Borchaninov, N. N. Kotova Bulletin of the 
South Ural State University. Series: Economics 
and Management, 1,  20-27 (2017) 

9. B. Carin Economics, 11 (19), 3-19 (2017) 

10. O. V. Kalinina, A. P. Maryukhta Innovative 
Science, 8, 18-22 (2015). 

11. A. V. Kolesnikov Interactive Science, 12, 203-
205 (2017). 

12. E. V. Popov, A. Yu. Veretennikova Regional 
economy: theory and practice, 9, 1752-1772 
(2017). 

13. I. V. Lipsits Financial analysis and marketing 
assessment matrix (2018) 

14. E. S. Gridnev Bulletin of Kamchatka State 
Technical University 61-64 (2010) 

15. Yu. A. Shcheglov Bulletin of Penza State 
University, 1. 40-43 (2018) 

16.  E. M. Mylnikova, A. S. Melnikova, A. A. 
Kisareva Issues of innovative economy 10 (2), 
941-950 (2020) 

SHS Web of Conferences 116, 00075 (2021)
ICSR 2021

https://doi.org/10.1051/shsconf/202111600075

 

4


