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Abstract. This paper shows the objective necessity of improving the
information security systems under the development of information and
telecommunication technologies. The paper for the first time involves a new
area of NP-complete problems from Diophantine analysis, namely, multi-
degree systems of Diophantine equations of a given dimension and degree
of Tarry-Escott type. Based on a fundamentally new number-theoretic
method, a mathematical model of an alphabetic information security system
(ISS) has been developed that generalizes the principle of building
cryptosystems with a public key — the so called dissymmetric bigram
cryptosystem. This implies to implement direct and inverse transformations
according to a given algorithm based on a two-parameter solution of a multi-
degree system of Diophantine equations. A formalized algorithm has been
developed for the specified model of a dissymmetric bigram cryptosystem
and a training example based on a normal multi-degree system of
Diophantine equations of the fifth degree is presented.

1 Introduction

In terms of the rapid development of network and telecommunication technologies,
including mobile communication technologies, robotic systems, the Internet of Things,
digital economy and distributed ledger technology (blockchain), the problems of theory and
practice of information security at all levels of its storage, processing and transmission
through open communication channels are becoming more relevant. This fact stimulates
scientific researches aimed at improving the existing software and hardware for information
security and the development of new information security systems (ISS). Therefore, an
important fundamental scientific problem of research is the development of number-theoretic
methods and algorithms that make it possible to build a stable and efficient (from a practical
point of view) mathematical model of the information security system ISS based on new
theoretical results. At present, cryptography is an attribute of the development of information
technologies and is becoming especially in demand.

Based on the theoretical sources of building the mathematical models of effective ISS or
cryptosystems, we proceed from necessity to use complex NP-complete problems, solution
of which would require a large amount of machine time and resources for an illegal user.
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Following C. Shannon [1], such problems include problems containing Diophantine
difficulties, which allow modeling more stable mathematic models of ISS. Such ISS allow
increasing the space of selected keys to a countable set.

The paper involves a new area of NP-complete problems from Diophantine analysis,
namely the problem of the parametric solution of multi-degree systems of Diophantine
equations (MSDE) of a given degree and dimension of Tarry-Escott type [2, 3]. The feature
of such MSDE is that, in the general case, the algorithm of their parametric solution is
unknown, based on the negative solution of Hilbert’s tenth problem [4].

A new approach is proposed for the first time to build ISS mathematical models with a
significant degree of efficiency and stability by combining two NP-complete problems [5,
6]: the non-standard knapsack problems proposed by the author [7, 8] and MSDE
parameterization problems [9-11]. The mathematical model of a dissymmetric bigram
cryptosystem (DBC) containing Diophantine difficulties, generalizing the principle of
building the public key cryptosystems is given [6, 15].

The mathematical models described in this paper demonstrate the potential of using the
universal Diophantine language for the development of cryptosystems with a high degree of
reliability.

2 Description of some NP-complete problems using Diophantine
equations

As known [4], the algebraic Diophantine equation (DE) is understood as a polynomial
equation
D(xy,%5,...,%,) = 0, ()
the coefficients of which are integer numbers, and the solutions are also required to be
found in integer numbers or non-negative integer numbers. The problem of solving DE (1)
or systems of such equations is to find integer solutions or to prove that there are no such
solutions. As a rule, the solutions of the equation (1) are given as an identity with one, two
or more integer parameters [13-19].

So, for example, the polynomial Diophantine equation 47x—53y = 1 has the following
one-parameter solution: X = 44+53n, y = 39+47n, where n is an integer numerical parameter,
and the identity takes place: 47(44 + 53n) —53(39 + 47n) = 1, which holds for a countable
number of n values.

The well-known DE of the second degree

x2+y? =22 )
has the following two-parameter solution (a, beZ are parameters) in the form of
Pythagorean triplets:
x=a’-b’ y=2ab z=a’+b.
Moreover, the identity
(a2_b2)2 +(2ab 2— (a2 + b2)2

shows that DE (2) has infinitely many solutions.

For practical applications, it is possible to narrow the set of numerical values both for the
coefficients and for the variables included in equation (1), for example, to the set Zk=
{0,1,--, k =1}, k>2.

Let us consider some problems that are hard to calculable and let us show that each such
problem can be modeled using some DE of the type (1). At the same time, the solution of
such equation allows establishing the cipher of the corresponding cryptosystem.

The problem of solving a non-standard additive knapsack [7-9].
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Let there be a set (knapsack) A ={a,,a,, ...,a,},a; € N, 1 =1 .. n and some natural
number c. It is required to establish if for a given ¢ such values x; € Z,, = {0,1,---, k — 1}
exist for which a linear DE is performed:

Y1 aix; = ¢, 3)
which corresponds to the problem of solving a non-standard additive knapsack.

The problem of solving a non-standard multiplicative knapsack [7-9].

The problem of solving a non-standard multiplicative knapsack can be considered in a
similar way based on the following exponential DE:

Liati=c @)

Note that the specified equalities (3) and (4) are Diophantine equations over the set Zj,
with known c (cipher) and a; € N, i = 1. .n. Based on these equalities, the mathematical
models of non-standard additive and multiplicative knapsack cryptosystems have been
developed [21].

The problem of natural numbers factorization [7-9].

For a given composite number n, find natural numbers p, q > 2, such that n = pq.
Note that this task has a high computational complexity based on which one of the most
popular methods of public key cryptography, the RSA method, is built.

According to Lagrange theorem [18], every natural number is the sum of no more than
four squares, and this fact is equivalent to the solvability in integers of DE:

n = (xjar +xa’ + xsa5’ + x4a.’) (yibr? + y:bs’ + ysbs’ + yibi), a, b €Ny,
Xi, ij { 0, 1 }

The problem of decryption by RSA algorithm [22].

This problem consists in finding the residue x € Zk encrypting the original text by its
cipher ¢ = x%(modn), which is equivalent to the solvability of DE with respect to the variables
x and y with known ¢ and n:

x=c +n#.

The problem of taking the discrete logarithm [6].

Definition. Let GF(p) be a Galois field of order p, and a, ¢ € GF(p). Any integer x, for
which a*= ¢ (mod p), is called the discrete logarithm c for the base a, which is written as

x =log,c (mod p) or x =log.c+ p*y.

This definition implies the following DE for the variables x and y:

a'=c +tp#.

Note that calculating the discrete logarithm in GF(p) is a difficult task when p — 1 has a
large prime factor.

The problem of quadratic residue in Galois field GF(p) [5].

This problem is hard to calculable, and it is reduced to the solvability of DE with respect
to the variables x and y with known a and p:

X’=a+p#.

3 Mathematical modeling of a dissymmetric bigram cryptosystem
containing Diophantine difficulties

In the previous paragraph, we considered various cryptosystems and showed the
corresponding DE, which can be represented in the form of more general Diophantine
equation as follows:
D(xq,%5,...,%,) = 0,

where D is an integral-valued function with integral-valued arguments.

The following multi-degree systems of Diophantine equations (MSDE) of m dimension
and n order (or degree) will be of special interest in this paper [2, 3]:

XF+XF+-+ Xk =YF+YF+-vK  k=1.n
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or in the short form:

n
X, X0 o0 Xm =Y, Y, Ve (5)
For the sake of brevity, we will present this record in the following form:
n
X =Y,

where X =X, X,,.... X, Y = Y,V Y0,
and its parametric solution in the form as follows:
A= B,
where A = ay,a,,...,a,, B = by, by, ..., by, a;, b; are integer numeric values.
The multi-degree system (5) is called ideal or normal [3],if m = n + 1. For example,
the following MSDE of dimension m= 6 and order n= 5 is normal
Xy, Xy o) Xg = Yy, Yy, Y
and has the following numerical solution:

1,6,7,17, 18, 23 2 2,3,11,13, 21, 22
and the following two-parameter solution:

a+ba+6ba+7ba+17b,a+ 18b, a+ 23b = a+2b, a+3b, at+11b, a+13b,
a+21b, a+22b, (6)
where a and b are arbitrary integer numbers.
We present the author’s mathematical model of dissymmetric bigram cryptosystem
(DBC) based on two-parameter solution of MSDE containing Diophantine difficulties [10].
As already noted above, the feature of MSDE is in the fact that general non-exhaustive
search methods of solving are unknown for any m and n [4]. At the same time, for individual
values m and n, these MSDE allow parameterization for one, two or more parameters, from

which it is possible to obtain specific solutions in integers or natural numbers aj, az, . . . ,am,
by, by, . . ., by such that the equalities are met [10, 13]
ai,Qz, .0,y & by, by, .., by 7

Note that according to the found solution of MSDE (7), it is not possible to restore the
numerical values of its parameters in an acceptable time. In addition, in practice, the
calculations are performed for sufficiently large natural numbers, so that standard computing
tools are often inapplicable. Therefore, to develop an effective ISS based on parametric
solutions of MSDE, depending on the dimension m and the degree n, it is necessary to take
into account either the complexity of the solution of the system (5), or the solutions
themselves, or both at the same time.

As known [21], the mathematical model of an arbitrary alphabetic cryptosystem may be
presented in the form of the following tuple:

ZO = <M*! Q! C*, E(m)' D(C)lV(E(m), D(C))),

where M” is a set of all messages m = m; m, . . . mi (plain texts) over the alphabet M;
Qs a set of all numeric equivalents of elementary messages m; (in particular, letters or
concatenation of letters from the alphabet M); C"is a set of all cryptograms c=cjcy . .
. cx over the alphabet C; E(m) is the algorithm for the direct transformation of the plain
text m=mm> ... mg; D(c) isthe algorithm for the inverse transformation of the cryptogram
c=cic2. . .cg and V(E(m), D(c)) is an unambiguity link  between
algorithms E(m) and D(c).

Let us consider the mathematical model of alphabetic DBC, the synthesis of which is
based on Diophantine difficulties arising in the parametric solution of high-degree MSDE
[16-22]. For the sake of brevity, we will illustrate an approach for building the mathematical
model of DBC based on two-parameter solution of given MSDE. First of all, we determine
the dimension | and the order k, and then its two-parameter solution (a and b are parameters)
of MSDE (5) (see the example (6)) in the form:

Xi ZUi(a,b) =, i = ll,
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Yi=vj(a,b) =v;, j=+1)..2]
which may be presented in the form of the following ordered set of length 21:
V2 =v,,v,,..,vy,
for which the following equalities hold for all values of the interval 1..k:
Vi, Vas e VI K Vi1 Vigzs oons V2. ®)

Then, for fixed degree d,1 < d <k, we generate a direct transformation (encryption)
function according to the given algorithm E(m) as follows:
E(myi_ymy;) = C(a,b) = v +vd + -+ vl =, <2l

)
assuming that a is a cipher of an elementary message of bigram m,;m,;_;, and b is a
private key. Accordingly, we will define D(c) — the inverse transformation (decryption)
algorithm of the cryptogram c based on the following ratio:
Cr(a,b) = v + vl + -+ v = ¢ (10)
where D(c;) is a solution of equation v&,; + v&,, + - + v = ¢;.
The number of terms in the right part (10) of the inverse transformation function Cg(a, b)
can be minimized, for example, to one term [24].

3.1 Formalized algorithm of direct and inverse transformations

Let us define a formalized algorithm of direct and inverse transformations of the developed
mathematical model. To demonstrate the algorithm, we will also accompany it with a training
example at each stage of operation:

- algorithm for encryption and decryption of the original message bigrams

First of all, we will define the logic of encryption of the original message bigrams into a
sequence of characters, which will be used in the direct and inverse transformations processes
[6].

Let’s give the original message m over the alphabet M — capital letters of the English 27-
letter alphabet from A to Z and a space with the set Q of all numerical equivalents of q
bigrams of elementary messages m; from M* with elementary numerical equivalents from 0
to 26.

We define a numerical equivalent g, of bigram m,;_;m,; of the message m consisting of
two letters m,;_; and m,; with numeric equivalents q,;_; and q,; € Q as an integer:

q, = 27931 + 92 €{0,1,...,728}

(previously, the original message m is divided into bigrams with addition of a space if m
contains an odd number of elementary messages, in particular, letters). Thus, a message m
of length t is divided into [%] numbers corresponding to the bigrams of the original message.

Inf Coding algorithm. {The encryption algorithm of the original message}

Input: the original message m of even length t.

Output: a set of numbers Q = {q7, ..., qr}-

2

Method:
- splitting m into separate blocks by 2 characters — bigrams;
- matching each letter m; in the bigram of its ordinal number q; in the alphabet M;
- calculation of the numerical equivalent of the bigram § = 27q, + q, for each bigram;
- formation of a sequence of numerical equivalents of bigrams Q = {qJ, ..., q’%}

De Coding algorithm. {The decryption algorithm of the ciphertext}
Input: a set of numbers Q = {7, ..., qTE]}.
2
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Output: the original message m of length t.

Method:
- calculation of the initial numerical equivalents of characters from the value of the element
q of each bigram according to the rule:

qq = § div 27 — the integer part of the division by 27;

q, = g mod 27 — remainder of the division by 27,
- we match the symbol m; from the alphabet M for each calculated numerical equivalent of
symbol q; ;
- then we sequentially form the message m = {m;m, ... m}.

b) key and transformation functions generation

For key generation it is necessary to choose the solution of equation (5) after defining
parameters 1 and k based on the theorems 1-6 given in the source [7]. It will allow one to get
necessary solution with the specified parameters based on some initial equation. The
generating such initial equation is still an open question, which will be considered in the
following works.

In this example we will use the following vectors, defined by (8). Let us suppose that the
following equally matched vectors are defined:

A' = (a,..,a)), Bl=(by,...,b),Al ¥ BL1<k<l

Based on them we will build parametrical solution of multi-degree Diophantine equation
(5) with parameters a and b according to the following rule:

_ aia+bib,i= 11,
Vi { bi_la + ai_lb, i= (1 + 1)21

Using this (8) parametric solution, we will define the function of direct transformation
Cy.(a, b) of the plain text m and the function of inverse transformation C (a, b) of cryptogram
c

CL(a' b) =V (a' b)d +et V](a! b)d_ V1+1(a! b)df . VZl—l(al b)d;

Cr(a,b) = vy(a,b)d,1<d<k

The parameter a is numerical equivalent of the original elementary message, in particular
letter or letter concatenation under the alphabet M, the parameter b is randomly selected and
it is the cryptosystem key.

Gen_Keys algorithm. {Key and transformation functions generation algorithm}

Input: parameters | and k.

Output: transformation functions C; (a, b), Cr(a, b) and the secret key b.

Method:
- selection of the equation (1) solution with parameters 1 and k as

AlkBL 1<k <] A'=(ay,..,a), B'=(by,...,b);
- calculation of the functions v;(a, b) according to the following rule:

_ aa+bb,i=1..1,
ViT { bi_ja+ajyb, i=(1+1)..2;

- calculation of the transformation functions C; (a, b) and Cg(a, b) according to the
following rule:
C.(ab) =v,(a,b)d + - +v(ab)! — v, b)d - —v,_;(ab)9, 1<dc<k,
Cr(a,b) = vy (a, b)4;
- selection of the value for the secret key b.

c¢) Direct transformation

Let us encrypt the original message m of length t according to the rule from the point a).
Thus, we get the sequence Q = {q7, ..., q’fi]} of bigrams numerical equivalents of the message

2

m. Then the direct transformation of the original text using key b will look like a sequence
C ={cy, ..., c[g]} defined as follows:
2
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c; = C,(qy,b) = V1(27Tvb)d + = vy (@1 b)d,

¢ = €, (@ b) = v, (@7 D) + -+ — v5_1 (@, b)4,
o
d

d
C[él = CL (q[g],b) =1 <q[§],b) + e — Va1_1 (q[;,b) .
(Cl = (a,q7 + b1p)? + -+ = (byy—1G1 + az1b)?,
¢; = (@@ + b1b)? + -+ = (b1 T + az-1b)?,

=
da

d
Ct, = <a1q-7 + blb) + - — (bzl—lﬂ + a21_1b> .
i1 1 31
The sequence C = {cy, ..., C[E]} is the result of direct transformation of the original text m.
2

Encryption algorithm. {The direct transformation algorithm}
Input: the original message m and the direct transformation key (C,(a, b), b).
Output: the sequence C = {cy, ..., c[gl}.

2

Method:
- formation of the message m’ according to the following rule: if the length t of the original
message m is an even number, then m’ = m, otherwise m’ =m+" ";
- encryption algorithm of the original message m’;

- calculation of the sequence C = {cy, ..., C[E]} based on the sequence of numerical equivalents
2

of bigrams;
-Q = (q, ..., CTE]} according to the rule ¢; = C;,(q], b) separately for each bigram.
2

d) Inverse transformation
For inverse transformation of the ciphertext ¢, one should use the function Cg(a, b). In
this case, the inverse transformation algorithm for the number ¢ will consist in solving the
equation Cg(a, b) = c with respect to the unknown a.
Cr(a,b)=c © vyu(a,b)*=c © (ha+ab)i=c
d -
& bha+ab=9c @azﬁbalb. )
1
Then the inverse transformation will consist in applying formula (9) to the elements of
the sequence C = {cy, ..., C[E]}, and further in dividing the obtained elements , into q,;_; and
2

qd2i-
— Ve —ab
=TT 41 = Gidiv 27,
Yo —ab q, = g;mod 27,
q2 = )
\ ...bl = Qi—1 = cfz]div 27,
2
d — —~
N C[%] aib q: = q[é]mod 27.
9=,

Then, we assign the symbols my, ..., m; from the alphabet M to the elements q, ..., q; and
get the plain text my, ..., m; as a result of the inverse transformation.
Decryption algorithm. {The inverse transformation algorithm}
Input: the sequence C = {cy, ..., C[E]} and the inverse transformation key (Cg(a, b), b).
2

Output: the original message m.
Method:

https://doi.org/10.1051/shsconf/202214101020
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- calculation of the sequence Q = {q7, ..., q’rg]} based on the result of direct transformation
2

d
i—ajb
@ separately for each element of the
1

C={cy,..., c[E]} according to the rule q, =
2
sequence.
- the original message decryption algorithm for Q = {q7, ..., q;g]};
2
- if the received message m’ ends with “ “, then to receive m we discard it; otherwise, m =

)’

m.

3.2 DBC training example based on the normal MSDE of five order

Let us consider DBC training example based on two-parameter solution of the normal MSDE
of six dimension and five order.

Based on the paragraph 4, we have in stages:
- Encryption of the original message bigrams

Let the original message be m = HELLOWORLD. Let us transform it into the sequence
Q ={q3, ...,ciff]}:
2
ml = H q1 = 8
mz =F qz = 5
my=Lo =12 g0 4 g, =221
my=L |q=12 (1
q, = 27q3 + qs = 336
ms =0 qs = 15 sl
= =>q3 =27qs + q¢ = 428
meg = w qe = 23 —
— G = 27q; + q; =423
my =0 17 =15\ _ 274, + g = 328
m8=R q8:18 qs = qo qs =

m9=L q9=12
myo =D G0 =4

The sequence Q = {221, 336,428, 423,328} will be used for the direct transformation.
- Key and transformation functions generation
For simplicity and demonstration of DBC based on two-parameter solution of the normal
MSDE of five order, we will take small values both for the original solution and for the key.
Let] = 6,k = 5 and the original solution A! X B! has the following form:
1,6,7,17,18,23 =° 2,3,11,13,21,22.
Then the parametric solutions v;(a, b) are defined as follows:

vi(a,b) =a+ 2b, vs(a,b) = 18a + 21b, vy(a,b) = 1la + 7b,
v,(a,b) = 6a + 3b, ve(a,b) = 23a + 22b, vy9(a,b) = 13a + 17b,
vz(a,b) =7a+11b, wv,(a,b)=2a+ b, vi1(a,b) = 21a + 18b,

vy(a,b) = 17a + 13b, wvg(a,b) = 3a + 6b, vy,(a,b) = 22a + 23b.

Based on this parametric solution, we will define C;,(a, b) and Cg(a, b):

C.(a,b) = (a+ 2b)° + ---+ (23a + 22b)° — (2a + b)® — --- — (21a + 18Db)5,
Cr(a,b) = (22a + 23b)°.
- Direct transformation

Let us take b = 3 as a key. Then let us calculate the direct transformation (encryption) of
the sequence elements:

Q ={221,336,428,423,328}:
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(cl =C,(221,3) = (221 + 2% 3)> + - — (21 * 221 + 18 = 3)5,
c; =C,(336,3) = (336 +2%3)° + - — (21 x 221 + 18 * 3)°5,
c; =C,(4283) = (42842 %3)° + .- — (21 * 221+ 18 * 3)°, =
€y =C,(423,3) = (423 4+2%3)° + -+ — (21 * 221 + 18 % 3)",
cs =C,(328,3) = (328 +2%3)° + -+ — (21 * 221 + 18  3)°.
(cl = 2915244 687 863 990 000,
¢, = 23119860000 976 300 000,
=103 =76769140112 716 400 000,
¢, = 72419 643 402 099 600 000,
¢s = 20518 602 614 059 500 000.
C ={2915 244 687 863 990 000,23 119 860 000 976 300 000,
76769 140 112 716 400 000,72 419 643 402 099 600 000,
20 518602 614 059 500 000} is the result of direct transformation.
- Inverse transformation
For inverse transformation (decryption) of the original message, one should use the
function Cr(a, b). Let us calculate the values q, of the original text:
( q; = (i/2915244687863990000 —23%3)/22 =221,

@; = (V23119860000976300000 — 23 * 3)/22 = 336,
i T = (V76769140112716400000 — 23 * 3)/22 = 428, =

T = (V72419643402099600000 — 23 * 3)/22 = 423,
\g: = (Y/20518602614059500000 — 23 « 3)/22 = 328.

q, = 221div27 =8 m, = H
qy = 221mod 27 =5 m, =E
qz = 336div 27 = 12 mz =L

q, = 336 mod 27 = 12 my, =1L
qs = 428div 27 =15 N mg =0
Go = 428mod 27 =23 \mg=W
q, = 423div 27 = 15 m, =0
qs = 423 mod 27 = 18 mg =R
go = 328 div 27 = 12 me =1L
Q10 = 328 mod 27 = 4 myo = D.
Thus, we have got the original message:

m = HELLOWORLD.

4 Conclusion

Thus, for practical applications we should select convenient multi-degree system of
Diophantine equation (MSDE) and the corresponding modified ratios (9), (10). In DBC
example considered above, we chose a simple case of the direct transformation function,
however, for practical applications it is possible to suggest a difficult algorithm for selection
of the specified function.

The paper develops the mathematical model of DBC containing Diophantine difficulties
that appeared when solving MSDE of given dimension and order. As it follows from the
mentioned above, to determine the numerical equivalents of the elementary messages a legal
user solves a simple equation of given degree, while an illegal user solves a multivariative
MSDE of given dimension and order.

A new approach to the development of DBC based on the parametric solution of MSDE
is proposed that generalizes the principle of building the public key cryptosystems, namely,
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for direct and inverse transformations of the processed information, the parametric solution
of MSDE is divided into two parts: one part is used according to the given algorithm for the
direct transformation of the plain text, and the other part is used for the reverse transformation
of the closed text using blocks of given length, for example, bigrams.

In conclusion, we note that, in the general case, the problems associated with Diophantine
equations systems are difficult to solve [4], and the general non-exhaustive search methods
of their solution are not known for any Diophantine equations of predetermined degree and
complexity. Therefore, following C. Shannon [1], these problems can be taken as a basis for
development of similar DBC.

The solution of the tasks set in the paper will make it possible to get scientific and
technical base for development and further implementation of stable and efficient
mathematical models of alphabetic ISS and to give new impulse for development of
mathematical modeling of the cryptosystems containing Diophantine difficulties.

The paper is supported by the grant No. 19-01-00596 of the Russian Foundation for Basic Research

(RFBR).
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