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Abstract. Constant evolution of communication technology and
expansion of Cyberspace has had a pervasive effect on all areas of
human life, activities and interactions, that law unsuccessfully tried to
regulate. Cyberspace was for a long period of time considered
uncharted territory, an unlimited and open space outside the control
of States and the limits on the admissible or accepted conduct of
states and other stakeholders were blurred. In this context, the most
important challenge and pressing need is to identify normative
guidelines applicable in this environment considering its specific
features (being unlimited, world-wide availability, anonymity). The
aim of the paper is to challenge the elements of the so-called
normative equivalence that was developed by several international
bodies first in relation with human rights safeguards and extended as
generally applicable with some special approaches at the level of the
European Union (protection of personal data, strategy on
cybersecurity) which will not be addressed.

1 Special architecture of Cyberspace

There is no terminological consistency to designate Cyberspace and terms like cyberspace,
digital space, cyber space or even digital ecosystem [1], are used as interchangeable.
Cyberspace is not defined by International Law or used as such, instead the terms
“Information and Communication Technology” (ICT) are used and favoured by the United
Nations in different reports and documents. The term Cyberspace in the sense used now has
its origins in the 1984 book Neuromancer by William Gibson, who described it as follows:

‘Cyberspace. A consensual hallucination experienced daily by billions of legitimate
operators, in every nation, by children being taught mathematical concepts... A graphic
representation of data abstracted from the banks of every computer in the human system.
Unthinkable complexity. Lines of light ranged in the nonspace of the mind, clusters and
constellations of data. Like city lights, receding’ [2].

Previously, it was used by the Danish artist Susanne Using in the late 1960s when she and
the architect Carsten Hoff constituted Atelier Cyberspace, which had nothing to do with the
current sense given to this term (it represented a series of installations and images entitled
"sensory spaces" that were based on the principle of open systems adaptable to various
influences, such as human movement and the behaviour of new materials) [3].
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Unlike the state territory which has a material and physical dimension, Cyberspace is
entirely human made [4] and constitutes a complex global network, a logical space,
unlimited, imperceptible, non-materialized, time-dependent [5] and constantly changing,
who cannot exist without the physical support of infrastructure [6], an interconnected
information system created by non-state actors, with no borders [7], parallel to the physical
territory.

All these features make it a sui generis phenomenon [8], that it is probably one of the
greatest creations of humanity. At the same time, we should highlight that Cyberspace is not
only civil and commercial space, it is also a military space being used for military purposes
and activities.

In order to justify regulation of Cyberspace, it was characterised as chaotic, anarchic [9]
and asymmetric in relation to resources and capabilities in cyberspace [6] that protect the
interests of States in relation to other States, affirming this principle does not resolve all the
subsequent issues: state responsibility, consequences on the interests and rights of private
persons and non-state actors. The complexity of the environment itself, the diversity of its
users (States, non-state actors, private companies, private persons) actually determined
multiple layers and different types of relationships between its users, depending on their
quality and of the nature of the acts. Hence, the environment can be divided technically and
legally in several parts: public networks accessible to everyone and not restricted by internal
borders, with free access; territorial networks such as military intranets or government
networks with limited access; exclusive networks - for e-government services, business,
finance - the access is limited to authorised persons [10].

Due to the lack of a standard or objective definition of Cyberspace, it is generally used
regarding any aspects of using computer and internet networks [5] and the term “cyber” has
been used to describe almost anything that has to do with networks and computers, especially
in the security field. Etymological, the term Cyberspace comes from ‘cybernetics’, which in
turn is derived from the Ancient Greek ‘kyberngtes’, which means ‘steersman, governor,
pilot, or rudder’. Norbert Wiener defined the term ‘cybernetics ‘in the title of his book as
“Cybernetics: Or, the Control and Communication in the animal and the machine”. The idea
that humans can interfere with machines and that the resulting system can provide an
alternative environment for interaction provides a foundation for the concept of Cyberspace
[5].

Legally defining Cyberspace may be impossible due to its dynamic nature and the
unpredictability of its future evolution. However, the environment cannot be considered as
unregulated or uncharted, rather a regulated as a multistakeholders model [11].

2 Attempts to define and regulate Cyberspace

States did not succeed in the task of completely regulate Cyberspace and to clarify the norms
and obligations incumbent to them and to other stakeholders in this environment. There are
very few treaties or regional legally binding instruments governing issues of Cyberspace:
Convention on Cybercrime [12], its Additional Protocol [13], Shanghai Cooperation
Organisation’s International Information Security Agreement [14], the International
Telecommunication Union Constitution and Convention [15] and International
Telecommunication Regulations [16].

All these instruments are limited in scope and terms and do not contain a definition of
Cyberspace or of the meaning of state responsible behaviour in this environment. Budapest
Convention on Cybercrime has a limited scope to criminal behaviour of persons through
informatic systems and does not clarify the jurisdiction issues. The Shanghai Organization
(led by Russia and China) [17] defines cyberwarfare but does not tackle other elements of
state behaviour or applicable rules of International Law [18].
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It also proposed, in 2015, the International Code for Information [19] with very little
effect and reaction from other States. From the perspective of the terms used, the International
Code for Information security is interesting, yet it has only a declarative purpose. At least
partially and formally, the purpose of this code of conduct is similar to the recommendations
established within UN, as it “is to identify the rights and responsibilities of States in the
information space, promote constructive and responsible behaviour on their part and
enhance their cooperation in addressing common threats and challenges in the information
space, in order to establish an information environment that is peaceful, secure, open and
founded on cooperation, and to ensure that the use of information and communications
technologies and information and communications networks facilitates the comprehensive
economic and social development and well-being of peoples, and does not run counter to the
objective of ensuring international peace and security.” [20]

It refers to the Charter of the United Nations and especially to the principles of
sovereignty, territorial integrity and political independence [21]. Overall, it refers to all the
rules of International Law that may be related to the cyber activity of States. As opposed to
other instruments, this Code uses and focuses on information society, not on cybersecurity
[22].

A relevant example of a regional effort in identifying rules applicable to cyber
operations is the Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations (The Tallinn Manual 2.0) [23] considered to be the most comprehensive
academic publication on the subject of cyber activities [24]. It contains useful findings
concerning the principles of sovereignty and non-intervention in Cyberspace yet, it does not
provide an answer to all questions and focuses on issues related to use of force in peacetime,
preventive self-defence, cyber-attacks and evaluating imminence of cyber-attacks. As
estimated, the Tallinn Manual proved highly influential in matters concerning the activity of
States in Cyberspace [25].

There are also several private initiatives on rules applicable in Cyberspace. The Paris
Call for Trust and Security in Cyberspace [26] was launched in 2018 as a multistakeholder
initiative and formulated nine principles - principle number 9 refers to International norms -
promotes the widespread acceptance and implementation of international norms of
responsible behaviour as well as confidence-building measures in Cyberspace. A Digital
Geneva Convention proposed by Microsoft in 2017 underlines the importance of
international humanitarian law in cyberspace, without giving details on how this is applicable
and to what extent and it is at the same time appreciated [27] and criticised [28].

3 Consensus that International Law applies in Cyberspace

As aresult of the works of different bodies within the United Nations on norms applicable in
Cyberspace, it is generally accepted that International Law is applicable to cyber operations
[29, 30] and this consensus puts an end to the controversy in this regard, and to the idea that
States should not be involved in regulating this environment and affect the free internet. One
legal consequence of this finding is that States should comply with the correlative rights and
obligations in their activities therein [31].

The conclusions found in recent soft law acts by the United Nations through different
working groups [32] refer to voluntarily non-binding norms, rules and principles of
responsible state behaviour in cyberspace, that International Law rules apply in cyberspace,
the need to implement confidence-building measures to build trust between States, and to
increase global capacity when it comes to ensuring cyber security [29]. These reports are
considered to be one of the first United Nations initiatives in this regard [33].

The common feature of all legal instruments related to state activity in Cyberspace is that
they all recognize that the existing International Law actually provides the framework for
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regulating the conduct of States in cyberspace [34]. However, neither of them provides any
indication on exactly how this conclusion may be transferred into practice and it cannot be
considered as elements of international custom. State practice continues to be ambiguous or
silent, although States enjoy the prerogative of engaging themselves in formally adopting
rules of conduct applicable in Cyberspace [24].

4 Overview of the relevant conclusions of the UN GGE

Within the United Nations, the Group of Government Experts on Developments in the Field
of Information and Telecommunications in the Context of International Security (hereinafter
UN GGE) was created in 2004 [35] as an exclusive body [24] having at the beginning 15
member States: Belarus, Brazil, China, France, Germany, India, Jordan, Malaysia, Mali,
Mexico, Russia, South Africa, South Korea, United Kingdom, United States of America [36].
Further, a number of 25 States were members of the UN GGE [37]. The GGE reports to the
General Assembly of the United Nations. Several sessions were held and the most important
ones are those from 2013 [38] and 2015 when it was stated that the principles of the United
Nations Charter apply to States’ conduct and operations in Cyberspace [41]. Although a small
group, its work is generally considered as the first step in identifying cyber norms and
addressing the question of responsible behaviour of States in Cyberspace [39].
One of the most relevant conclusions of the 2013 Report of the UNGGE [40] is

“that State sovereignty and the international norms and principles that flow from it apply
to States’ conduct of ICT-related activities and to their jurisdiction over ICT infrastructure
with their territory”.

All in all, the report contains recommendations and uses as interchangeable the notions
of principle, norms and rules [39]. Despite and beyond this vagueness, the report directly and
repeatedly associates state sovereignty and international norms to ICT related activities and
jurisdiction of States over ICT infrastructure within their territory. It mentions that it

“offers the following non-exhaustive views on how International Law applies to the use
of ICTs by States: (b) In their use of ICTs, States must observe, among other principles of
international law, State sovereignty, sovereign equality (....)” and comply with their
international obligations, which corresponds to general rules of international law. [41]

The 2015 UN GGE Report confirms the rules and principles of International Law found
applicable by the previous report in similar terms. Moreover, it asserts that it considered how
International Law applies to the use of ICTs by States [42] but a thorough lecture and analysis
does not reveal clearer issues than the previous ones. The 2015 Report also contains a series
of recommendations [43], as voluntary norms, rules and principles for the States' behaviour
in Cyberspace. That was the maximum result of the UN GGE because in 2017 it ended in a
deadlock as it was not able to adopt a consensus report [44]. The points of divergent views
for States were particularly on the right to self-defence and the applicability of international
humanitarian law to cyber conflicts. [45]

5 The deadlock of the UN GGE and the creation of the OEWG

From a critical point of view, the findings of these reports are actually limited as they hold
the application of International Law rules and enunciate fundamental principles and the need
for cooperation between States and other stakeholders in Cyberspace but they emphasize the
lack of consensus on how they apply [46], which is the most important issue to be addressed.
Moreover, the findings of the UN GGE have at most the meaning of recommendations or soft
law as a legal nature and the fact that the Group is currently experiencing deadlock cannot
lead to the conclusion that there is opinio juris among States. As a consequence, the UN
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created in 2018 an Open-ended Working Group (OEWG) [47] with similar prerogatives. In
2018 also, the UN General Assembly established a new GGE to work on these issues starting
from 2019. [48]. In contrast with the UN GGE, the OEWG is inclusive [29], as it is open to
all interested United Nations member States, thus creating the possibility for a larger number
of States to participate in and express their opinion. Hence it is a more open and accessible
framework for discussion.

The objective expressed in resolution A/RES/73/266 “was to provide all Member States
the opportunity to engage in interactive discussions and share their views on issues under
the GEE's mandate.” [48].

The first Substantive meeting took place in December 2019 and it found ,,broad
agreement ... that the cumulative outcomes of the previous GGE reports should serve as a
basis for discussions in both the GGE and the OEWG” and established that ,, the new GGE
should focus on moving beyond what was already agreed in 2015” and that the 2015
recommendations should be respected [49].

The fact that the UN GGE failed to give clear guidance on how the principles of
International Law apply in Cyberspace was considered whether a “blessing in disguise or a
major setback” [45]. Yet, this situation does not automatically determine the unregulated
character of Cyberspace. All these actions reflect a genuine concern and interest from States
and United Nations, yet it is rather unlikely that the future work of international bodies within
the United Nations or other international organizations will be clearer on issues connected to
cyber sovereignty.

The existence of two working groups having similar mandates may prove inefficient
and highly politically influenced. Instead of obtaining transparency and predictability, the
position of States could continue to remain ambiguous. The failure in reaching consensus on
how International Law applies is determined by the political nature [44] of these special
working groups. However, it must be stressed that the role of the reports of the GGE and
OEWG is not a normative one because they may not adopt cyber norms [44], a term subject
to criticism and considered inappropriate [50].

6 Legal uncertainty on the extent to which rules of International
Law is applicable in Cyberspace

The norms regarding State responsible behaviour in Cyberspace, identified by the works of
the two working groups are generally considered norms voluntarily accepted by States [42].
This assertion is partially inadequate and presents the great disadvantage of their non-binding
force; therefore, they are not part of the #ard law and no international obligations may derive
from them. Such an assertion is highly relevant as an example, from the perspective of
applying the sovereignty principle in Cyberspace, for establishing jurisdiction and other legal
consequences. Therefore, these conclusions lead to legal uncertainty.
However, works of the OEWG highlight the essential role of the 2015 Report of the
UN GGE, the need for the implementation of the voluntary norms identified in order to ensure
the public core of the internet, all through a human rights approach [51]. Furthermore, on 30"
October 2020, the document The future of discussions on ICTs and Cyberspace at the UN
[52] of the OEWG proposes the establishment of a Programme of Action for advancing
responsible State behaviour in Cyberspace with a view to ending the dual track discussions
(GGE/OEWG) and establishing a permanent United Nations forum to consider the use of
ICTs by States in the context of international security, taking into account the acquis of the
previous GGEs and OEWG's work in order to ensure a secure, stable, accessible and peaceful
Cyberspace.
The positions expressed within OEWG are in perfect congruence with the concept of
global digital cooperation proposed by the United Nations Secretary General in its 2019
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Report The Age of Digital Interdependence [53] as referring to “ways of working together to
address the societal, ethical, legal and economic impacts of digital technologies in order to
maximise benefits to society and minimise harms” and as a means of exchanging knowledge
and ideas. The approach of the UN in this regard is in accordance with the idea of an open
Cyberspace and access to every person to this environment intended to be an inclusive digital
economy and society [53].

All forms of rules proposed on cyber activities of States and international organizations-
reports, statements or guides of best practices, codes of conduct, scholarly works are not
binding and in a generic manner, all could be included in the category of soft law [54] or
quasi-norms [55].

The main legal consequence of this situation is the fact that their violation does not
determine the international responsibility of States (in the sense of the Draft Articles on State
Responsibility) [56] and does not involve the same legal remedies [57]. For example, as a
general rule, a breach of an international obligation gives rise to reparations [58]. Applying
this principle to cyberoperations, if a State’s cyber activity violates another's State
sovereignty, the State victim has the right to reparations [57], and this particular issue is still
unclear.

Regulating Cyberspace appears to be in its beginning phase. In the future process of
clarifying the content of rules applicable to States in Cyberspace the evolutive interpretation
of existing norms and framework in this environment may prove useful. In this regard, it may
be relevant the opinion of the International Court of Justice expressed in the Advisory Opinion
on Namibia, which held that an

“international instrument has to be interpreted and applied within the framework of the
entire legal system prevailing at the time of interpretation” [59].

and thus, taking into consideration the development of the legal system.

7 What is the meaning of normative equivalence?

Affirming the idea that the same rules and principles are applicable in the offline and online
environment and to the same extent is a solution to solve the dilemma of an uncharted
Cyberspace. However, it is not the complete solution and raises many questions and
uncertainties as well, given the special features of this environment. As previously
mentioned, the equivalence was promoted in the human rights field, as well, by several
international bodies, jurisdictional and non-jurisdictional. Moreover, it was anticipated by
international legal instruments providing that human rights and fundamental freedoms must
be respected regardless of frontiers. This is the case of freedom of expression, enshrined in
several universal and regional instruments that are legally binding or part of soft law. For
example, Article 19 of the Universal Declaration of Human Rights provides that

“Everyone has the right to freedom of opinion and expression; this right includes freedom
to hold opinions without interference and to seek, receive and impart information and ideas
through any media and regardless of frontiers.”

The same terms — regardless of frontiers - are used by the International Covenant on Civil
and Political Rights in its Article 19, the European Convention on Human Rights and
Fundamental Freedoms in its Article 10, American Convention on Human Rights in its
Article 13. Therefore, States have the obligation to respect freedom of expression in any
environment, having a negative and a positive obligation at the same time [60].

Since 2012, the Human Rights Council stressed

“that the same rights that people have offline must also be protected online, in particular
freedom of expression, which is applicable regardless of frontiers and through any media of
one’s choice, in accordance with articles 19 of the Universal Declaration of Human Rights
and the International Covenant on Civil and Political Rights;” [61]
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and at the same time

”2. Recognizes the global and open nature of the Internet as a driving force in
accelerating progress towards development in its various _forms;

3.Calls upon all States to promote and facilitate access to the Internet and international
cooperation aimed at the development of media and information and communications
facilities in all countries;”

The UN Human Rights Council reiterated these conclusions in 2014 [62].

Previously, the Report of the Special Rapporteur on the promotion and protection of the
right to freedom of opinion and expression, Frank La Rue underlined the implications of the
internet for the freedom of expression and access to information [63].

Also, at the universal level, UNESCO had an assiduous activity usually by
cooperation with other entities in supporting Internet freedom and access to information and
published a dedicated series on Internet Freedom, in connection with media freedom and
pluralism [64]. These works are particularly relevant taking into consideration the moment
they were adopted and divergent to the idea of applying cyber sovereignty as a form of control
over the national territory. For example, Declaration of Principles Building the Information
Society: a global challenge in the new Millennium [65], drafted in collaboration with the
International Telecommunication Union highlights the importance of access to information
for the information society and for the development of persons and society in its entirety.

Restrictions on the exercise of freedom of expression and access to information are
admissible if they are in accordance with the requirements of the limitation clause provided
by paragraph 3 of Article 19. The 2011 General Comment no. 34 on freedom of expression
of the Human Rights Committee [66] also underlines this conclusion in the following
wording:

“Any restrictions on the operation of websites, blogs or any other internet-based,
electronic or other such information dissemination system, including systems to support such
communication, such as internet service providers or search engines, are only permissible to
the extent that they are compatible with paragraph 3. Permissible restrictions generally
should be content-specific; generic bans on the operation of certain sites and systems are not
compatible with paragraph 3. It is also inconsistent with paragraph 3 to prohibit a site or an
information dissemination system from publishing material solely on the basis that it may be
critical of the government or the political social system espoused by the government.”

Free access to Internet and digital networks without any barriers, technical, structural or
educational is also supported by the OSCE [67]. The Council of Europe had the same
approach of application of the same standards recognized for the offline environment to the
online [68].

Not least, even the 2015 UNGGE Reports also expressly mention the respect of
fundamental rights including the right to freedom of expression and the resolution and report
adopted by the Human Rights Council and General Assembly [42]. As a consequence, there
must be a balance between the admissible actions of States that constitutes interferences with
the normal exercise of this right and its content. Establishing full state control over the
infrastructure, flux of data and information as an effect of state cyber sovereignty would
impact the right to access to information in a disproportionate and illegitimate way.

The general opinion on this issue determined the idea of fundamental digital rights [69]
that actually show that the equivalence paradigm does not completely solve the problem on
the framework applicable to human rights in Cyberspace. It is the same situation in respect
of the rules and principles of International Law applicable in Cyberspace.

Scholars and works of different international bodies have revealed that the existing
framework may not be completely adequate to address the complications determined by the
special features of Cyberspace, especially in regard of human rights.
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Exploring the efforts and works of different bodies within the United Nations clearly
show that the challenges still exist and in time the topics to be addressed became more
complex, which shows that a specialized approach is needed. At the moment, at the United
Nations level, following the unsuccess of previous working groups, that are still active and
they continue their mandate (in 2020, OEWG was renewed for the period 2021-2025 [70])
and, at the initiative of over 40 States, Programme of action on cybersecurity (PoA) was
established; it will become a permanent mechanism after the 2021-2025 OEWG, more
inclusive and will address comprehensively the issue of international norms in Cyberspace
[71].

8 Conclusions

Applying the same normative framework to the online environment is clearly the best
solution against considering the Cyberspace unregulated. However, the challenges posed by
this environment that is continuously developing at a very rapid pace must be addressed and
at the moment this is one of most sensitive topics of International Law. The normative
equivalence must be also analysed through a critical lens which emphasizes the need for new
human rights norms and implementation strategies specifically designed for application in
cyberspace.

Further work from States and international bodies is needed to define the content, scope
and limits of International Law principles and rules, by reference to those already established.
The fact that different bodies within United Nations were not able to successfully develop
International Law rules through diplomatic means and channels suggests this need and the
inadequacy of the equivalence paradigm for this environment. Although its work and findings
were incomplete and sometimes criticized, the United Nations continues to be the most
appropriate and legitimate forum open to all States for discussing all types of issues related
to cyberspace. Nevertheless, reaching a common view is more difficult but discussions and
debates in the General Assembly would offer the premises of opinio juris on State behaviour
and a global governance of Cyberspace.

All interests of multi stakeholders are interrelated and interconnected in Cyberspace. As
an example, connected to International Law issues, the concept of cyber sovereignty, founded
on the principle of sovereignty, is opposed to the idea of global governance of Cyberspace
and does not take into account the interests of other stakeholders such as private companies
and private persons, to whom Cyberspace is opened to. There is no obstacle in International
Law in regulating Cyberspace and conduct of States and other stakeholders by reference to
principles and rules already established that may be adapted to the special features of this
environment. As it appears, state sovereignty in Cyberspace is limited and it does not have
the same scope as the physical territory between its borders. The best approach in this regard
would be taking into account that state sovereignty in Cyberspace relates to elements of
physical infrastructure on which the existence of Cyberspace depends, yet the issues related
to state jurisdiction and extra-territorial effects and what constitutes a breach of sovereignty
in Cyberspace should be clarified.

Most States are silent and do not publicly express their position on how International Law
applies. A possible interpretation is that they are reluctant to bind themselves to new rules
until they are sure of how those rules will apply and how the technology and cyber
environment will develop in the foreseeable future. Another possible interpretation is that
silence provides the framework for any type of activity. This makes finding common ground
on how International Law applies more difficult, but not an impossible task.
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