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Abstract. This paper reviews recent research (2020-2025) on how
FinTech innovations are reshaping financial risk management practices.
We analyze key FinTech technologies—including blockchain, big data
analytics, artificial intelligence (AI) and machine learning, and regulatory
technology (RegTech)—and their roles in enhancing risk identification,
improving fraud prevention, and increasing decision-making efficiency.
Simultaneously, FinTech introduces novel risks, such as model opacity,
data privacy concerns, cybersecurity vulnerabilities, and systemic threats
exemplified by cyberattacks and liquidity shocks. We also explore how
these emerging risks challenge traditional regulatory frameworks,
prompting innovative responses from policymakers and regulators.
Ultimately, we argue that effective risk management in the FinTech era
requires a delicate balance: actively leveraging the benefits of
technological innovation while implementing robust risk controls,
strengthening governance structures, and maintaining adaptive regulatory
oversight. The future success of FinTech thus depends critically on
coordinated efforts among financial institutions, technology providers,
regulators, and global policymakers.

1 Introduction

FinTech refers to financial technology or technology-enabled financial innovation that is
reshaping financial services, including payments, lending, advising, and banking. The rapid
growth of FinTech over the last decade has significantly transformed how financial
institutions manage risks, attracting attention from market participants, regulators, and
academics. Modern digital tools enable real-time interrogation of extensive datasets to
quickly detect anomalies, making risk management more proactive, efficient, and accurate.
Al-driven solutions, for example, provide instant responses to credit applications and
enhance fraud detection.

However, alongside these benefits, FinTech introduces novel and unpredictable risks,
such as increased exposure to cyber threats, data breaches, and IT operational failures.
Traditional financial institutions also face competitive pressures and new risks to their
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business models from FinTech firms. Regulators often struggle to respond swiftly to these
rapid technological advancements, leading to regulatory gaps and reactive policies.
Researchers highlight a dual impact: FinTech enhances risk management capabilities but
simultaneously presents new risks that demand thorough understanding and careful
management.

In this context, our review systematically analyzes FinTech’s influence on risk
management. First, we discuss key technologies applied in risk management (Section 3),
followed by emerging risks from FinTech innovations (Section 4), and finally, regulatory
and policy responses (Section 5). Synthesizing insights from recent English and Chinese
academic studies, this review provides a global perspective to guide researchers,
practitioners, and policymakers on leveraging FinTech's potential while mitigating
associated risks.

2 Literature review: key technologies in risk management

FinTech innovations have become increasingly embedded in financial institutions’ risk
management frameworks. The literature highlights several key technologies as particularly
transformative: artificial intelligence (AI) and machine learning, big data analytics,
blockchain, regulatory technology (RegTech), and alternative finance platforms. Each
contributes to more effective risk assessment and control in different ways.

2.1 Artificial intelligence and machine learning

Al and machine learning (ML) are now common tools in credit risk modeling, fraud
detection, and portfolio risk optimization. These technologies can analyze complex,
non-linear patterns in large datasets far beyond human capability. Banks are using
Al-driven systems to monitor transactions and detect fraud or anomalies much faster than
before, making risk management more proactive [1]. In fact, AI/ML algorithms provide
more efficient and scalable risk monitoring than traditional methods [2]. A challenge,
however, is the “black box” nature of some advanced AI models, which can undermine
trust and compliance. In response, researchers have developed explainable Al techniques to
make model decisions more transparent [3]. Although model governance and
interpretability continue to be issues, AI/ML has generally significantly improved the
accuracy of credit scoring and fraud detection.

2.2 Big data analytics

The explosion of digital data has made big data analytics a pillar of modern risk
management. Real-time aggregation and analysis of enormous, varied data sources made
possible by big data tools helps to improve risk prediction and anomaly detection. Nahar et
al. illustrate that continuously updated datasets can feed into dynamic credit scoring models
for more accurate and timely assessments of borrower risk [4]. Big data-driven simulations
and scenario analysis bolster stress testing by allowing institutions to gauge how extreme
events might impact portfolios.

2.3 Blockchain and smart contracts

Blockchain technology provides a decentralized ledger that can improve transparency and
security in financial transactions. Because every entry on a blockchain is permanently
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recorded throughout a dispersed network, there is less chance of fraud or error in
procedures like clearing, settlement, and payments. By eliminating middlemen and
facilitating real-time transaction verification, Javaid et al. showed that blockchain platforms
can simplify trade financing and settlement, reducing counterparty and settlement risks [5].
For instance, there is only one source of truth for all parties involved in cross-border
transactions, removing inconsistencies and the need for expensive reconciliations. Smart
contracts—self-executing programs on blockchain- further automate risk management tasks.
They can automatically trigger insurance payouts or margin calls when predefined
conditions are met, reducing operational risk and human error in contract enforcement.
Blockchain’s data integrity also facilitates compliance and audit trails, helping risk
managers track asset provenance and transaction history. Blockchain does, however, bring
new hazards (like coding flaws in smart contracts), which are covered in the section on the
next page. Overall, blockchain—especially when combined with Al—appears to mitigate
certain transaction risks and enhance trust in financial networks.

2.4 Regulatory technology (RegTech)

RegTech refers to the use of technology to help financial institutions comply with
regulatory requirements more efficiently and effectively. In risk management, RegTech
tools automate compliance tasks, such as monitoring transactions for suspicious activity,
verifying customer identity (KYC), and generating regulatory reports, thereby reducing
compliance risk. Shi et al. find that banks adopting RegTech systems have stronger risk
control outcomes (such as lower non-performing loan ratios) [6]. For instance, Al-driven
compliance systems can continuously scan for violations of risk limits or for fraud red flags,
alerting management before problems escalate. RegTech also aids in stress testing and
scenario analysis by quickly aggregating risk data required by regulators. Significantly,
RegTech increases openness with supervisors: real-time reporting systems let companies
instantaneously communicate risk metrics with authorities, so strengthening regulatory
control of newly launched FinTech projects. RegTech guarantees new technologies do not
exceed the risk controls required to maintain the system secure, so bridging between fast
innovation and compliance.

2.5 Alternative finance and peer-to-peer lending

FinTech has also enabled new business models, including peer-to-peer (P2P) lending,
crowdfunding and other new forms of alternative finance. While this new business model
offers varying levels of access to loans and investments, it can also create unique risk
management issues. P2P lending platforms utilize algorithms to connect borrowers to
individual lenders based on the borrower and lender risk profiles. Disintermediation is now
leveraged to increase access to loans and diversify funding sources, but it complicates
traditional risk assessments and investor protection. According to Yeo and Jun, P2P
platforms typically function with little regulatory oversight and have difficulty accurately
determining the creditworthiness of borrowers, which raises the risk of default [7]. Indeed,
several P2P lending firms in China failed a few years ago, exposing systematic flaws and
resulting in large investor losses. In response, many platforms have had to strengthen their
risk management by implementing better credit scoring models, establishing reserve funds,
and increasing transparency to manage credit and liquidity risks. Since rapid growth outside
of the traditional banking system might concentrate risk among unregulated enterprises,
alternative finance also raises concerns about financial stability. All things considered,
alternative finance models rely on robust risk management systems to address operational,
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credit, and liquidity concerns, even though they provide innovative alternatives to lend and
invest.

Empirical findings on FinTech’s overall effect on financial risk are mixed. Some studies
find that FinTech development strengthens banks’ risk profiles and reduces risk-taking [8].
Other research observes an inverted U-shaped relationship, where early-stage FinTech
adoption increases risk but more mature FinTech integration eventually reduces it [9]. The
impact likely evolves over time and depends on context (such as an institution’s size,
market environment, and governance). Nevertheless, the literature agrees that FinTech is
fundamentally reshaping risk management practice. Understanding its nuanced effects is
therefore critical for financial firms and regulators alike.

3 Emerging risks associated with FinTech

Despite its benefits, FinTech also introduces new and evolving risks that financial
institutions and regulators must confront. Three main types of developing risk are described
in this section: (1) cybersecurity and data privacy risk; (2) technological and operational
risk; and (3) systemic and interconnectivity risk. These risks reflect the complicated ways
technology interacts with money and often cut across several spheres.

3.1 Cybersecurity and data privacy risk

As financial services become increasingly digital, the sector has become a prime target for
cyberattacks. FinTech applications—from mobile banking apps to blockchain networks-
greatly expand the digital attack surface. Studies report that while FinTech development has
reduced certain traditional crimes (like physical bank robberies), it has simultaneously
increased cybercrime incidents [10]. Common cyber threats range from platform hacks and
malware attacks to identity theft and digital fraud schemes. In the Chinese context,
cybersecurity risks are rising as financial services digitalize; technical failures or network
intrusions can disrupt services and compromise customer data [11]. Indeed, high-profile
hacks of online payment platforms and cryptocurrency exchanges have led to financial
losses and eroded customer trust. Data privacy is another concern, FinTech firms collect
vast amounts of user data, creating the risk of misuse or unauthorized access to sensitive
information. Without strong data governance, the likelihood of privacy breaches increases.
Javaheri et al. highlight emerging threats such as algorithm manipulation (tampering with
Al models) and ransomware attacks targeting Al and blockchain systems [12]. Likewise,
Dinarwati et al. emphasize the need to secure the smart contracts and API endpoints:
inherent entry points for intruders in decentralized finance [13]. In short, cyber risks and
data privacy vulnerabilities are the greatest risks today in the FinTech era. To mitigate these
threats, the company need strong encryption, continual security, incident response protocols,
and obligations in compliance with data protection legislation to protect financial data.

3.2 Technological and operational risk

There are also operational risks that financial institutions face because of their dependency
on sophisticated new technologies. Technology risk is associated with technology failures
or flaws that bring about possible financial loss incurred via their FinTech systems. A key
notion to understand is that algorithms and Al can make errors resulting in losses; for
example, algorithm bugs could result in erroneous models, or Al making biased credit
decisions could bring about financial risk (e.g. algorithmic trading can incur losses in
markets). Liu and Jiang indicate that new technology-related risks to banks are introduced
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due to FinTech and oversight of adequate model reliability in evidence-based risks of IT
systems, even keeping up with advances in technology is a challenge. Risk management
can be further complicated with some forms of Al and ML when their decision reasoning
becomes a "black box" since if frontline risk managers do not understand the criteria or
logic which the AI/ML uses, they may also miss some cases when the AI/ML has made
inappropriate or risky decisions which consequently could even risk, and anyone involved
in credit risk management or market risk management will understand. Moreover, risks can
be either operational when firms involve third-party FinTech providers and cloud service
providers (e.g. an outage or service failure at tech partner may stop the bank's activities,
when digitizing risk architecture, systems, and files often allows complexity and also an
interdependence that can amount to which a small software bug represents to large service
outage for critical activities). As banks evolve and digitize services, service delivery will
inevitably be sophisticated across systems and provider dependencies, and when new
technology is either hastily adopted or rushed to contribute and develop enough
understanding and testing can have risk impacts. For example, some firms have developed
and launched Al models that were unproven, others hastily added crypto-asset services and
launched without adequate understanding of the risks and hoped no unforeseen losses were
encountered or compliance issues developed [14]. To manage technological and operational
risks firms need to integrate a pragmatic approach to IT risk management, for example,
through adequate methodological, testing and validation, competency, strong IT
Governance and compliance, and implementation of innovations in a manner where it is
mitigated and developmental/reactive which mitigates and manages risks.

3.3 Systemic and interconnectiveness risk

Fintech is growing rapidly, and with the growth comes potential implications on systemic
financial stability. Some believe that certain "risk" is now concentrated outside of
traditional banks, which could create new points of failure in the financial system since
potential risk is now spread into a broader environment, which, as one event occurs, can
create a loss in many areas. Other countries have experienced (examples) limited regulation,
followed by failed businesses. For example, peer-to-peer lending, and it looked like there
was an apparent boom prior to regulatory providers putting in place measures. Defaulting in
China led to a defaulting, at a point, authorities shut down the entire sector to avoid
contagion risk. Another risk is the interconnectedness of financial services, so any sort of
disruption is likely to be significantly larger, and potentially across many financial
institutions. For example, if a major cloud service provider or large payment processor has
a failure at the same time, the financial implications could be massive as firms either cannot
communicate with each firm or transact with each other. It also raises Big Tech's position in
Finance, and the T&S risk if a dominant platform has a disruption may involve millions of
users, or perhaps have significant systemic impacts. Lastly, new developments in finance,
such as decentralized finance (DeFi), have created a new space for traditional risks to play
out. The Financial Stability Board indicated that DeFi protocols have similar vulnerabilities
to banks, but possibly aggravations: operational fragilities, liquidity mismatches, significant
leverage, and complex interconnections that could amplify potential shocks [15]. For
example, if a large stablecoin or lending platform collapses and results in fire sales of
collateral assets, the loss of confidence spills broadly into the traditional market. So, to
summarize, Fintech can improve efficiencies, but can also increase systemic risk, and
tracking macroprudential supervision is appropriate as finance is increasingly becoming
technology-driven.
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4 Regulatory and policy responses

The convergence of technology and finance has led regulators across the globe to develop
new regulatory frameworks that have the potential to leverage the benefits of FinTech while
simultaneously mitigating its risks. Overall, the regulatory responses occurred within three
particularly broad categories of approaches: 1) helping fintech flourish but on a limited basis
by supporting beneficial innovation, ii) updating existing regulatory frameworks and rules
to ensure the coverage of new activities, and iii) enhancing supervisory capabilities for a
technology-driven era. Some of the most common and notable approaches include the use
of regulatory sandboxes, enhancements of regulatory frameworks, use of supervisory
technology, and better international coordination.

4.1 Regulatory sandboxes and innovation oversight

Many countries have implemented regulatory sandboxes—controlled environments for
FinTech pilots under regulatory oversight. Pioneered by the UK, sandboxes let regulators
observe new technologies on a small scale and craft appropriate rules. They have helped
bring innovative solutions to market more safely by ensuring proper risk controls during
trials [16]. However, sandboxes are not a cure-all. Critics warn they can create a false sense
of security. Brown and Piroska [17] caution that sandboxes may “riskwash” untested
products, giving them unwarranted legitimacy without revealing hidden risks. Thus,
regulators now design sandbox programs with strict evaluation criteria and avoid blanket
exemptions. In China, regulators launched FinTech pilot programs (essentially sandboxes)
in several cities but kept a tight rein especially after early failures in the P2P lending sector.
By 2022, Chinese authorities had taken sweeping action to shut down the once-booming
P2P lending industry due to the systemic and consumer risks it posed. Going forward, many
jurisdictions plan to use sandboxes in a structured “test-and-learn” manner, ensuring
lessons from trials inform permanent regulation.

4.2 Adaptation of regulatory frameworks

Regulators are also updating traditional frameworks to address FinTech-related risks. One
focus is establishing rules for crypto-assets and DeFi, for example, requiring licenses and
capital buffers for cryptocurrency exchanges and stablecoin issuers to prevent financial
crime and maintain stability. After an initial permissive period, authorities worldwide have
tightened crypto oversight in response to fraud and volatility concerns. Regulators are also
strengthening expectations for operational resilience in the digital age. To ensure that
critical services are not compromised, Regulators have published standards for
cybersecurity, third-party technology risk management, and IT contingency planning.
Increased data privacy regulations (e.g. the EU’s General Data Protection Regulation
(GDPR) and China’s Personal Information Protection Law (PIPL)) limit how FinTech
companies engage in acquiring personal data and the ways they use it to decrease privacy
risks. An emphasis on algorithmic accountability has also developed. Regulators insist on
the transparency and fairness of Al-informed decisions (e.g. making sure lending decisions
are not biased) and have determined that using Al for operational purposes does not lessen
an institution’s accountability for risk management, coordination, and model validation.
Overall, regulators have expanded the "same risk, same regulation" premise to FinTech
activities, introducing regulation on some activities while introducing new rules for other
digital finance activities.
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4.3 RegTech and supervisory technology (SupTech)

Regulators are also using technology (SupTech) for regulators to improve supervision.
Although far from being universally implemented, some regulators, for example, are using
data analytics, machine learning, and automated approaches to enable real-time monitoring
of FinTech activity and compliance monitoring reporting. For instance, some regulators
have mandated that FinTech platforms provide real-time access through APIs for real-time
transaction monitoring. SupTech helps authorities understand the analysis of large data sets
for evidence of patterns of risks, risk taking, misconduct, and such patterns that might very
difficult to identify manually or passively. Further, international standard-setters seek to
provide some level of best practices; for example, the Basel Committee's operations
resilience principles, and the FSB's analysis of FinTech possible vulnerabilities, engaging a
range of national regulators to remain vigilant through coordination and apparatus
conditions.

4.4 International collaboration and soft law approaches

Given that FinTech is global, regulators recognize that inconsistent regimes will create gaps
and opportunities to exploit regulatory arbitrage. For example, international bodies such as
the G20 and FSB call for convergence in rule-setting on areas like crypto-assets,
cross-border payments systems, and data security, addressing regulatory fragmentation. In
the current global discussions, one example is baseline rules for stablecoins, whereby these
digital currencies do not avoid oversight in lightly regulated jurisdictions [15]. At the same
time, many countries face challenges complementing hard law with "soft law" approaches-
such as flexible, principles-based guidelines (for example, ethical Al or cybersecurity best
practices)-that foster innovation while encouraging responsible practices. In the case of soft
law, the challenge is enforcement that these voluntary principles are actually being enforced
to prevent any loopholes. In the future, management and governance of FinTech is likely to
include a combination of prescriptive regulations, principles-based guidance, and
cross-border cooperation.

5 Conclusion

FinTech is reshaping risk management in financial services. In particular, technologies such
as artificial intelligence (Al), big data analytics, blockchain, and digital platforms have
provided organizations with the ability to identify, assess, and manage risks more quickly
and effectively than before. These technologies enable better proactive surveillance,
enhance the accuracy and sophistication of predictive models (supporting credit and fraud
risk management), and automate many regulatory compliance and control processes.
However, with FinTech's emergence also comes new risks, including heightened
vulnerabilities to cyber fraud and operational risks. Perhaps the biggest concern is the
impact of new financial networks and products on systemic risk. FinTech presents a dual
impact on risk: it provides powerful opportunities to improve risk management, while also
creating new risks that, if unaddressed, could have serious implications for financial
stability.

Simply pursuing the benefits of FinTech without managing the risks would be naive.
Financial institutions should keep investing in advanced risk technologies, but also
improve governance, transparency, and instill a strong risk culture. Regulators and
policymakers should remain flexible: updating regulatory frameworks to close gaps,
engaging with innovation (for example, via sandboxes), and introducing new RegTech and
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SupTech approaches to modernize oversight. The rapidly evolving landscape of FinTech
shows that sometimes regulatory interventions are required to manage potential crises.
International cooperation and coordination will be crucial as developments in the digital
finance sector challenge the national borders that critical authorities have established to
protect consumers and businesses. FinTech certainly holds promise—it could lead to safer,
more inclusive, and more efficient financial systems—but achieving that promise will
require deep collaboration among actors in the tech sector, the finance sector, and
regulators. We identify areas for future research, such as exploring best practices for
collaboration and adaptive regulatory frameworks, to ensure FinTech’s benefits are
maximized while its risks are contained.
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